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| nstallation
Web Service I nstallation

After unzipping the source files, you should have the following fol der structure:

: Credentialzianager
jf] Credentialzk anagerClient
-7 Credentials5 ervice

Y ou need to add the CredentialsService folder as an |1S web service.

Follow these steps:

1. Open the IIS control Panel applet (Control Panel->Administrative Tools -> Internet
Information Services).

Right-click on the Default Web Site, and select New-> Virtual Directory ...
Click Next.
Specify CredentialsService for the Alias and click Next.

Click the Browse button, navigate to where the CredentialsService folder is|ocated,
select it and click next.

6. Click Next.
7. Click Finish.

a M wnN

Next, you need to configure security for the web service.

1. Right-click onthe CredentialsService virtual directory in11S, and select Properties.

CredentialsService Properties 7 x|
HTTP Headers I Custorn Errars | ASP.MET I
Yirbual Directory | Documents I Directony Security

‘when connecting to this resource, the content should come from;

&% i drectory located on this computer

™ & share located on anather computer
€ & redirection to a LIRL

Local Path: IC D atahSeminarsi aster\D emos\Frame Erowse... |

™ Script source access ¥ Log wisits
¥ Bead ¥ Index this resource
| white:

™ Directary browsing

Application Settings

Application narme: ICredentiaIsService Femove |
Starting point: <0, ACredentialzsS ervice
J Configuration... |

E zecute Permizsions: IScripls only

Application Protection: IMedium [Pooled) j Whilzad |

QK I Cancel | Lpply | Help |
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2. Select the Directory Security tab, and click the Edit... button.
3. Uncheck anonymous access and check Integrated Windows authentication.

Authentication Methods

4. Click OK.
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Installing the aspnetdb Database

Run the setup file aspnet regsgl.exe setup program, found after normal installation
under:

| <W NDOAB*\ M cr osof t . NET\ Fr anewor k\ <ver si on>

Thiswill bring upthe ASP.NET SQL Server Setup Wizard:

#7 ASP_NET SOL Server Setup Wizard

Welcome to the ASP.MET S0L Server Setup Wizard e

Thiz wizard creates or configures a SOL Server database that stores information for &SP MET
applicationz services [memberzhip, profiles, role management, perzonalization and SOL Web
event provider).

Ta configure the databaze far these features individually or for additional features such az
zeszion state or SOL cache dependency, run aspnet_regzql at the command line. For help with
command line options, use the "=+ switch,

Click Mest to continue.

LCancel & Back Mest » [Elmze

Follow the stepsin the wizard.
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The Application Tab

The Applications tab shown in allows you to select which application to configure.

Selecting an application here affects all the other tabs, that is, al users and roles in the
other tabs pertain to the selected application in the Applications tab. You can create and
delete an application or all applications.

IDesign ASP.NET Credentials Manager |
Application  Users  Roles  Passwords Service Test  Help

Applications I Jzers I Roles I Passwaldsl Credenhals Sewicel

— Applications

Create |
% | My Other Application

ﬂ Some Application Delete |

Dielete Al |
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TheUser Tab

The Users tab lists al the users in the selected application. You can create or delete a
user. If you delete a user but leave the All Data checkbox unchecked, it will delete the
user but maintain its role membership information. You can updates a user account, or
delete all users. Depending on the password policy returned from the web service, you
may or may not be able to change or reset the password, and may or may not need the
password answer. The buttons on the tab and the dialogs it displays are enabled or
disabled accordingly. On the right-hand side of the Users tab are statistics such as the

current number of users on-line.

IDesign ASP.NET Credentials Manager

Application Users

Fazswords  Service  Test  Help

Lpplications  Users |HD|ES I Passwaldsl Credentialz Sewicel

— Users

A Brian Noyes
5‘3 Brian Palmer
d Jurval Loy

Create... |
Update |

‘ﬁ Michele Lerous Bustamante ohange Password |

Rezet Pazzword |
Delete |

v &l Data

Delete All |

— U=zers Status

Mumber of ugers online:

Onling time window:

4

15

Refresh |
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TheRolesTab

The Rolestab allows you to add rolesto the application. When deleting arole, if the “ Fail
if populated” checkbox is checked, it will not let you delete the roles if it has any
members. The left-side list view shows all the users in the application. You can add or
remove a user from arole, or remove a user from al the roles. At the bottom, the “Users
in role” combobox shows all the users in the selected role above, and the “Roles for
User” combobox shows all the roles for the selected user above.

IDesign ASP_HET Credentials Manager |
Application  Deerz Roles  Pazswords Service  Test  Help
.-’-'«pplicatiansl lzers  Roles |Pa$$ward$| Credenhalz Sewicel
— Usgers — Rolez
d Brian Moyes Assign | %Manager Create |
‘\3 Brian Palmer 3;15 Supervizor
‘\3 Jupeal Loy Remove | 3;15 Teller Delete |
¢ Michele Lerous Bustamante Flemae Al | ™ Failif
Populated
Delete All |
Rualez for Uszer: Uzerz in Rale:
_'3!5] I anager |2 Brian Moyes
55 Teller i Brian Palmer
iliain Juweal Loy
4 Michele Lerous Buztamante
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ThePassword Tab

The password tab shows the configured password policy, and alows you to generate a
password the complies with the specified password strength policy.

IDesign ASP.NET Credentials Manager

-8-

©2005 IDesign Inc. All rights reserved



www.idesign.net

TheCredentials Service Tab

The Credentials Service tab lets you select the web service to use. Upon startup, the
Credentials Manager application reads that address from the application configuration
file. This tab displays the selected web service. If the address is invalid, that is, the
service does not support the required functionality; all controls in the application are
empty and disabled. You can provide a different address, and the web browser control
below will display that service. However, you can only select a web service address (by
clicking the Select button) if the service supports the required web methods (a valid web
service). If the serviceisinvalid, the Select button is disabled.

IDesign ASP.NET Credentials Manager |
Application  Users  Roles  Passwords Service Test  Help

.ﬁ.pplicatiansl sers I Roles I Passwords  Credentials Service |

— Credentials *web Service Address:

Ihttp:f'.-‘ll:ncalhast.-‘EledentiaISS emvice/dzpMetSqlProviderService, azms Wigm Select

AspNetSqlProviderService

The aspietSqlProviderService web service implements the IRoleManaager,
IApplicationManager, IPasswordManager, IMembershipManager, and
IUserManager web interfaces. The service should be deployed aver HTTPS, and
use Windows Integrated Authentication.

The following operations are supported. For a formal definition, please review the
Service Description.

« AddUserToRole
Adds the specified user to the specified role,

* AddUserToRoles
fdds the specified user to the specified roles,

« AddUsersToRole
fdds the specified users to the specified role.

a BddllcpreTnRnleac l
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