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Rysunek 1.1. Architektura systemu Prometheus
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Rysunek 1.2. Panel sterowania wygenerowany przez produkt Grafana
(https://play.grafana.org/d/cL5pLH7 Wz/stats-overview?theme=lighterorgld=1)

Rozdziat 2. Rozpoczecie pracy z systemem Prometheus

prometheus

The Prometheus monitoring system and time series database. () prometheus/prometheus
2.37.0 / 2022-07-14 Rl Release notes
File name 0s Arch Size SHA256 Checksum
prometheus-2.37.0.darwin-amd64.tar.gz | darwin amd64 | 80.01 MiB | ba76edel5e81668002952e103aef212164c 1b7bdcBdd 76214897 3cBT4645416
prometheus-2.37.0.linux-amdé4.tar.gz | linux amd64 | 79.90 MiB | ca7ef5a261fd5450a6b9893c42a73547a94ebd5 111e2b6b9F8742¢5dbbT3522

prometheus-2.37.0.windows-amd64.zip | windows amd64 | 81.47 MIB | 99a2758cc66d7a6cT060BE5d59daT291b1055e6c44B5097e87040b7842a4b61F

Rysunek 2.1. Fragment strony pozwalajgcej na pobranie oprogramowania Prometheus. Wersja dla 64-bitowego
systemu Linux dziatajgcego na platformie x64 znajduje sie posrodku



g Prometheus ©

Use local time Enable query history Enable autocomplete Enable highlighting Enable linter

{ Q ‘ Expression (press Shift+Enter for newlines) ‘ ®

Table Graph

Evaluation time

No data queried yet

Remove Panel

Add Panel

Rysunek 2.2. Interfejs uzytkownika systemu Prometheus wyswietlony w przeglgdarce WWW

g Prometheus ()

Targets

All Unhealthy  Collapse All [Q ‘ Filter by endpoint or labels }

prometheus (1 I1 up) show less

Last Scrape
Endpoint State Labels Scrape Duration Error

http://localhost:9090/metrics 4.572s ago 5.789ms

Rysunek 2.3. Strona Targets w interfejsie uzytkownika systemu Prometheus



9 Prometheus ©

Use local time Enable query history Enable autocomplete Enable highlighting Enable linter

| Q| w ‘ (2N Execute
Load time: 16ms  Resolution: 14s  Result series: 1
Table Graph

Evaluation time

upfinstance="localhost:9090", job="prc heus"} 1

Remove Panel

Add Panel

Rysunek 2.5. Wynik wykonania wyrazenia up w przeglgdarce wyrazenia

9 Prometheus ©

Use local time Enable query history Enable autocomplete Enable highlighting Enable linter

‘ Q ‘ process_resident_memory_bytes ‘ e

Load time: 16ms  Resolution: 14s  Result series: 1

Table Graph
Evaluation time
process_resident_memory_bytes{instance="localhost:9090", job="prometheus"} 73850880
Remove Panel
Add Panel

Rysunek 2.6. Wynik wykonania wyrazenia process_resident_memory_bytes w przeglgdarce wyrazenia



Prometheus )]

Use local time Enable query history Enable autocomplete Enable highlighting Enable linter

‘ Q | process_resident memory bytes

Table Graph
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Remove Panel

Rysunek 2.7. Wykres wyrazenia process_resident_memory_bytes w przeglgdarce wyrazenia



9 Prometheus ()]

Use local time Enable query history Enable lete Enable highlighting Enable linter

‘ Q | prometheus tsdb head samples appended_total

Load time: 12ms  Resolution: 145 Result series: 1

Table Graph
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Rysunek 2.8. Wykres wskaznika prometheus_tsdb_head_samples_appended_total w przeglgdarce wyrazenia



g Prometheus ©

Use local time Enable query history Enable I Enable highlighti

g Enable linter

‘ Q | rateprometheus_tsdb_head_samples_appended_total[1m]}

Load time: 16ms  Resolution: 14s  Result series: 1
Table Graph

End time | Res. (s) ‘ ¥ =
3000
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W {instance="localhost:9090", job="prometheus”}

Remove Panel

Rysunek 2.9. Wykres wyrazenia rate(prometheus_tsdb_head_samples_appended_total[I1m]) w przeglgdarce
wyrazenia

9 Prometheus ©

Targets
Al Unhealthy  Expand Al | Ql Filter by endpoint or labels ]
node (1/1 up)
Scrape
Endpoint State Labels

Last Scrape Duration  Error

http://localhost:9100/metrics UP instance="localhost:9100" 13.968s ago 66.746ms

prometheus (1/1 up)

Scrape
Endpoint State Last Scrape | Duration Error
http://localhost:9090/metrics up 791.000ms | 4.768ms

ago

Rysunek 2.10. Strona Targets po uruchomieniu Node Exporter




9 Prometheus ©

Use local time Enable query history Enable autocomplete Enable highlighting Enable linter

- -

Load time: 15ms  Resolution: 14s  Result series: 2

Table Graph

Evaluation time
up{instance="localhost:9090", job="prometheus"} 1
up({instance="localhost:9100", job="node"} 1

Rysunek 2.11. Dwa nowe wyniki po wykonaniu wyrazenia up

9 Prometheus ©

Use local time Enable query history Enable autocompl Enable highlighting Enable linter

| Q | process_resident memory bytes{job="node"}

Load timez 9ms  Resolution: 14s  Result series: 1

Table Graph
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Remove Panel

Rysunek 2.12. Wykres poziomu uzycia pamieci przez jedynie Node Exporter



g Prometheus ©
Use local time Enable query history Enable autocomplete Enable highlighting Enable linter

[ Q ‘ ratelfnode network receive bytes total[lm]}) ‘ ®

Load time: 121ms  Resolution: 14s  Result series: 2

Show Exemplars

Table Graph

End time ‘ Res. (s)
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W] {device="eth0", instance="localhost:9100", job="node"}
[®] {device="l0", instance="localhost:9100", job="node"}

Click: select series, CTRL + click: toggle multiple series

Rysunek 2.13. Wykres ruchu sieciowego dla wielu interfejsow sieciowych



9 Prometheus [)]

Targets

Al Unhealthy and A ‘ QI Filter by endpoint or labels ]

node (0/1 up)

Scrape
Endpoint State Labels Last Scrape | Duration Error
http://localhost:9100/metrics instance="localhost:9100" 2.489sago 1.761ms Get "http://localhost:9100/metrics™ di
al tep [:11:9100: connect: connection r
efused
prometheus (1/1 up) EEIEY
Scrape
Endpoint State Labels Last Scrape Duration Error

http://localhost:9090/metrics up

lhost-9090"

4312sago 6.314ms

Rysunek 2.14. Strona Targets pokazuje, ze stan Node Exporter to DOWN

Q Prometheus

Use local time Enable query history Enable autocomplete Enable highlighting Enable linter

s B

Load time: 20ms Resolution: 14s  Result series: 2

Table Graph

Evaluation time
up{instance="localhost:9090", job="prometheus"} 1
up{instance="localhost:9100", job="node"} 0

Remove Panel

Rysunek 2.15. Wartoscig up dla Node Exporter jest teraz 0




9 Prometheus ()]

Use local time Enable query history Enable autocomplete Enable highlighting Enable linter

‘ Q | up = ‘ (2 Execute
Load time: 17ms  Resolution: 14s  Result series: 1
Table Graph

Evaluation time

up{instance="localhost:9100", job="node"}

Remove Panel

Rysunek 2.16. Zwrécone zostajqg jedynie wskazniki, dla ktérych wartoscig up jest 0

9 Prometheus ©

[ [ inactive (0) |« REIETON [ Firing (1) | ‘ Q ‘ Filter by name or labels ("show annotations
rules.yml > example

v InstanceDown (1 active)

name: InstanceDown
expr: up == @
for: 1m

Labels State Active Since Value

ST | 2022-07-18T14:27:50.456801295Z |0

Rysunek 2.17. Uruchomione ostrzezenie widoczne na stronie Alerts



Alertmanager Alerts Silences Status Help New Silence

Filter | Group Receiver: Al @ Silenced @ Inhibited ‘

JX Silence }

Custom matcher, e.g. env="production”

+ Expand all groups

1 alert

- { alertname="InstanceDown" ‘ +

2023-03-18T16:29:43.691Z /X Silence

3

[ instance="localhost:9100"

+ } [ job="node"

Rysunek 2.18. Ostrzezenie InstanceDown w menedzerze ostrzezeri Alertmanager

1 alert for alertname=InstanceDown

View In Alertmanager

[1] Firing

Labels

alertname = InstanceDown
instance = localhost:9100
job = node

Source

Sent by Alertmanager

Rysunek 2.19. Przekazane za pomocg poczty elektronicznej powiadomienie InstanceDown



Rozdziat 3. Instrumentacja

9 Prometheus [}

Use local time Enable query history Enable autocomplete Enable highlighting Enable linter

| Q ‘ python info

Load time: 10ms  Resolution: 145 Result series: 1

Table Graph

Evaluation time

python_info I ion="CPython", i "localhost:8000", job=" ", major="3", minor="9", patchlevel="13", version="3.9.13"} 1

Rysunek 3.2. Wykonanie polecenia python_info powoduje wygenerowanie pojedynczego wyniku

9 MOINEGETS [}

Use local time Enable query history Enable autocomplete Enable highlighting Enable linter

| Q | rate(hello worlds_total[5m])

Load time: 10ms  Resolution: 14s  Result series: 1

Table Graph

- n + End time

1430 14:35 14:40 14:45 14:50 14:55 15:00 1506 1510 1515 1520 15:25

W {instance="localhost:B000", job="example"}

Rysunek 3.3. Wykres pokazujgcy czestotliwos¢ wykonywania zgdan wyswietlenia komunikatu Hello World



Rozdziat 4. Ekspozycja

Pojedyncze przekazanie Lwykte
przed zakoficzeniem pobieranie
dziafania danych
Zadanie wsadowe »| Pushgateway |« Prometheus

Rysunek 4.1. Architektura komponentu Pushgateway

Pushgateway Metrics
e Delete Group

Bmy_job_duration_seconds (Tl T e e GAUGE last pushed: 2023-03-18T16:24:54+01:00

@®my_job_last_success_seconds (PR I T ) GAUGE last pushed: 2023-03-18T16:24:54+01:00

Labels Value
job="batch" 1679153094.2110777

(G ETITEW T SIS Last Unix time when changing this group in the Pushgateway failed. VS ES SIS I Wiy S0k B (P2 87 T RO
{G[STVEL (T ST Last Unix time when changing this group in the Pushgateway succeeded. [NEIVEES SUTE I A o Rve R kg RS2 RV R i)

Rysunek 4.2. Strona komponentu Pushgateway wyswietlajgca przekazane wskazniki



Rozdziat 6. Tworzenie paneli sterowania za pomocg Grafan

Welcome to Grafana

Email or username

I email or username

Password

l password @ ‘

Forgot your password?

Rysunek 6.1. Ekran logowania do Grafany

@A)E General / Home El
>

Q
Welcome to Grafana
ﬁ Need help'? Documentation Tutorials Community Public Slack
oo
oo
@ Remove this panel
a Basic TUTORIAL DATA SQURCES
The steps below will DATA SOURCE AND DASHBOARDS o o
i i our first data
guide you to quickly Grafana fundamentals ¥
finish setting up source
@ your Grafana Set up and understand Grafana if .
installation. you have no prior experience. This g
U tutorial guides you through the
entire process and covers the “Data
. snurt:e and "Dashboards” steps to Learn how in the docs &
the right.
—
@ |

Rysunek 6.2. Strona Home Dashboard w nowej instalacji Grafany
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oo

L ®

Rysunek 6.3. Dodawanie zrédta danych systemu Prometheus do Grafany



w86 oumemn- a5 - o

Rysunek 6.4. Nowy panel sterowania w Grafanie

®

®

®

®

®

Rysunek 6.5. Przejscie do edytora dla panelu szeregéw czasowych



B8 Query . &3 Transform . & Alert .

Datasource | () Prometheus - . > Query options MD=auto =831 Interval = 30s _

~ A (Prometheus)

Query patterns v Explain

Metrics browser > ‘ process_resident_memory bytes |

~ Options
Legend @ Minstep ()  Format Type Exemplars
| Auto ~ | | auto | |Time series v | | Range Instant

Rysunek 6.6. Wyrazenie process_resident_memory_bytes w edytorze wykresu

Memory Usage
477 MiB
381 Mig
286 MiB
191 MiB - . "v-‘ o A
95.4 MiB e

16:30 17:00 17:30 18:00 18:30 19:00 19:30 20:00 20:30 21:00 21:30 22:00

== grafana == prometheus

Rysunek 6.7. Wykres poziomu uzycia pamigci zawierajgcy niestandardowq legende, tytut i skonfigurowane
jednostki osi



i+ & @ Lastbhours ~ | Q O

Absolute time range Q $earch quick ranges

From

I now-6h . Last 5 minutes

Last 15 minutes

To

I now . Last 30 minutes
. Last 1 hour
Apply time range

Last 3 hours

It looks like you haven't used this time picker Last 6 hours

before. As soon as you enter some time

intervals, recently used intervals will appear Last 12 hours

here. Last 24 hours
Read the documentation to find out more
about how to enter custom time ranges. Last 2 days

Browser Time Belgium, CET UTC+01:00 _

Rysunek 6.8. Menu kontrolki czasu w Grafanie

i+ & @ Lastéhous + Q| 9| ~ &

Off

5s
10s
30s
m
5m
15m
30m
1h
zh
1d

Rysunek 6.9. Menu czestotliwosci odswiezania w Grafanie



I5 | B3 General / New Dashboard ¥ <& thi+ & O Lastbhous v Q| O v OB
>
Q Prometheus Time series
||:||:|
oo
I
Memory Usage
477 MiB
381 MiB
286 MiB : | |
191 MiB e WWLJL\"’"‘“’M i | e S wwm"“’rl
95.4 MiB
17:00 18:00 19:00 20:00 21:00 22:00
@ == grafana == prometheus

Rysunek 6.10. Panel sterowania z wykresem i panelem Stat

13 | 88 General /New Dashboard # <& il @ O lastéhous ~ Q| O~ | B
Q 9 Kemel version Prometheus Time series
w
|88
:5.18.19
8 [ ] [
Memory Usage

arTMiB
381 MiB
286 MiB
191 MiB
T e

17:00 18:00 19:00 20:00 21:00 22:00
) == grafana == prometheus

Rysunek 6.11. Panel sterowania razem z wykresem i dwoma panelami Stat: liczbowym i tekstowym



B Query . 3 Transform .

v 0Organize fields ®© % @ @ i
iR Time I Rename Time ‘
i © device I Rename device ‘
i W instance I Rename instance ‘
i W job [ Rename job ‘
i © Value I Rename Value ‘

Rysunek 6.12. Transformacja pozwala na ukrywanie okreslonych pol

@gmsenemmewnashboam < (8] ® 0 - @flo -] G
>
Q Network Traffic Received Prometheus Time series
device Value
w
lo 25.4 KiB/s
oo
oo tapl 35.8 KiB/s
@ | viess0 39.6 KiB/s 2
a
Kemel version Memory Usage
ATTMiB
381 MiB
286 MiB
191 MiB -~ JW sty * o
u u 95.4MiB N
17:00 18:00 19:00 20:00 21:00 22:00
& = grafana == prometheus

Rysunek 6.13. Panel sterowania razem z kilkoma panelami, m.in. tabelg przedstawiajgcg wielkos¢ ruchu
sieciowego dla poszczegdlnych urzgdzer



Value mappings X

Condition Display text Color
i Value |1 ] IUP ] Ox OO
it Value Io ‘ IDOWN ‘ ®x O

REvner—

Rysunek 6.14. Dodanie mapowania dwoch wartosci w panelu State Timeline

Targets

prometheus / localhost:9090

node / localhost:9100 DOWN DOWN

18:00 19:00 20:00 21:00 22:00 23:00

== UP == DOWN

Rysunek 6.15. Ukoticzony panel State Timeline

‘ B8 General / New dashboard ¥ < i+ ‘

®

) H @ Last6hours v

SUEIRNE)

B
Q
A

Dashboards
Browse
Playlists
Snapshots

Library panels

O + New folder

. + Import

& o o

Rysunek 6.16. Menu panelu sterowania, tgcznie z przyciskiem stuzgcym do tworzenia nowego panelu
sterowania



€ New dashboard / Settings

Selection options

Multi-value

e o

Include All option

Preview of values

ethd o

EHI

fif Generet Variables > Edit

O Annotations

I@a\rariahlu General
Deseription ‘ descriptive text
Query Options
- -
Query | label_values(node_network_receive_bytes_total, device) 4‘
Regex (0] |f.*—(?dext:.*)-(?<va|ue>.*)-.*[
Sort © | Disabled

Rysunek 6.17. Dodawanie zmiennej szablonu w Grafanie

@ 88 New dashboard

ﬁr ih{* Add panel

oo

oo D

@ Add a new panel

Add a panel from the panel
library

8
® xe
0

. -

-
Add a new row

thi

Rysunek 6.18. Rozwijane menu zmiennej szablonu Device




195 KiBfs

146 KiBfs

97.7 KiBfs

8.8 KiB/s

\

I\

AN

19.5KiB/s

14.6 KiB/s

9.77 KiB/s

4.88KiB/s

f

0B/s Al St

L

0Bfs
22:20 22:30 22:40 22:50

= {device="wlp3s0’, instance="127.0.0.1:9100", job="node}

23:00

22:20 22:30 22:40 22:50
= {device="wlp3s0', instance="127.0.0.1:9100", job="node}

23:00

Rysunek 6.19. Prosty panel sterowania dla ruchu sieciowego, utworzony z uzyciem zmiennej szablonu




Rozdziat 8. Mechanizm wykrywania ustug

Discovered Labels Target Labels

__address__="host1:9090" instance="host1:9090"
__meta_filepath="filesd.json" job="prometheus”
__metrics_path__="/metrics”

__scheme__="http"

__scrape_interval__="15s"
__scrape_timeout__="10s"

job="prometheus”

team="monitoring”

__address__="host1:9100" instance="host1:9100"
__meta_filepath="filesd.json"
__metrics_path__="/metrics”

__scheme__="http"

__scrape_interval__="15s"
__scrape_timeout__="10s"
job="node"

team="infra"

__address__="host2:9100" instance="host2:9100"
__meta_filepath="filesd.json"
__metrics_path__="/metrics”

__scheme__="http"

__scrape_interval__="15s"
__scrape_timeout__="10s"
job="node"

team="infra"

Rysunek 8.1. Strona informacji o stanie mechanizmu wykrywania ustug wyswietlajgca trzy odkryte systemy
przeznaczone do monitorowania



consul

Discovered Labels Target Labels

__address__="127.0.0.1:8300" instance="127.0 300"

__meta_consul_address="127.0.0.1" job="consul"
__meta_consul_dc="dc1"
__meta_consul_health="passing"

__meta_consul_service_id="consul"

__meta_consul_service_metadata_grpc_port="8502"

__meta_consul_service_metadata_grpc_tls_port="8503"
__meta_consul_service_metadata_non_voter="false”
__meta_consul_service_metadata_raft_version="3"

__meta_consul_service_metadata_read_replica="false"

__meta_consul_service_metadata_serf_protocol_current="2"

__meta_consul_service_metadata_serf_protocol_max="5"

__meta_consul_service_metadata_serf_protocol_min="1"

__meta_consul_service_metadata_version="1.14.0"
__meta_consul_service_port="8300"
__meta_consul_tagged_address_lan="127.0.0.1"

__meta_consul_tagged_address_lan_ipv4="127.0.0.1"

__meta_consul_tagged_address_wan="127.0.0.1"

__meta_consul_tagged_address_wan_ipv4="127.0.0.1"
__meta_consul_tags=",,’
__metrics_path__="/metrics"
__scheme__="http"
__scrape_interval__="15s"
__scrape_timeout__="10s"

job="consul"

Rysunek 8.2. Strona informacji o stanie mechanizmu wykrywania ustug Consul pokazuje odkryty system
przeznaczony do monitorowania, jego metadane oraz etykiety



Discovered Labels Target Labels

instance="172.31.42.223:80"

__meta_ec2_ami="ami-00ae10ea2db12689d"

__meta_ec2_architecture="x86_64"

__address__="172.31.42.223:80"

__meta_ec2_availability_zone="eu-west-3¢"

__meta_ec2_availability_zone_id="euw3-az3"

__meta_ec2_instance_id="i-071236ca033297175"

__meta_ec2_instance_state="running"

__meta_ec2_instance_type="t2.micro"

__meta_ec2_owner_id="082671108254"
__meta_ec2_primary_subnet_id="subnet-9d6503d0"
__meta_ec2_private_dns_name="ip-172-31-42-223 eu-west-3.compute.internal”

__meta_ec2_private_ip="172.31.42.223"

__meta_ec2_public_dns_name="ec2-15-188-10-95.eu-west-3.compute.amazonaws.com”
__meta_ec2_public_ip="15.188.10.95"
__meta_ec2_subnet_id=",subnet-9d6503d0,"

__meta_ec2_tag_Name="My Display Name"
__meta_ec2_vpc_id="vpc-317a6558"
__scheme__="http"
__scrape_interval__="15s"

__scrape_timeout__="10s"

job="ec2"

Rysunek 8.3. Strona informacji o stanie mechanizmu wykrywania ustug EC2 pokazuje odkryty system
przeznaczony do monitorowania, jego metadane oraz etykiety



file

Discovered Labels Target Labels

__address__="host1:9100" instance="host1:9100"
__meta_filepath="filesd.json”
__metrics_path__="/metrics"

__scheme__="http"

__scrape_interval__="15s"
__scrape_timeout__="10s"

job="node"

team="infra"

__address__="host2:9100" instance="host2:9100"
__meta_filepath="filesd.json"
__metrics_path__="/metrics”

__scheme__="http"

__scrape_interval__="15s"
__scrape_timeout__="10s"

job="node"

team="infra"

__address__="host1:9090" instance="host1:9090"
__meta_filepath="filesd.json" job="prometheus”
__metrics_path__="/metrics”

__scheme__="http"

__scrape_interval__="15s"

__scrape_timeout__="10s"

job="prometheus”

team="monitor

Rysunek 8.4. Koficowka ,,ing” zostata usunieta z wartosci ,monitoring”, natomiast wartos¢ ,infra”
pozostala nietknigta



Rozdziat 9. Kontenery i Kubernetes

g Prometheus ©

Targets

Al Unhealthy C : | Ql Filter by endpoint or labels ]

cadvisor (1/1 up)

Scrape
Endpoint State Last Scrape Duration | Error
https://192.168.49.2:10250/metrics/cadvisor UP instance="minikube" | job="cadvisor 1.666s ago 32.226ms
k8apiserver (1/1 up) EXNEE]
Scrape
Endpoint State Last Scrape Duration | Error
https://192.168.49.2:8443/metrics up instance="192.168.49.2:8443" "keapiserver” 5.985s ago 148.972ms
k8pods (1/1 up)
Scrape
Endpoint State Last Scrape Duration  Error
http://172.17.0.2:9153/metrics UP instance="172.17.0.2:9153" | job="coredns" 620.000ms ago 4766ms
k8services (1/1 up) EEIER
Scrape
Endpoint State Last Scrape Duration  Error
http://172.17.0.5:9090/metrics UP instance="172.17.0.5:9090 | job="prometheus’ 7.376s ago 7517ms

kubelet (1/1 up) EETER

Rysunek 9.2. Strona informacji o stanie monitorowanych systemow w oprogramowaniu Prometheus,
ktore zostato uruchomione w Kubernetes



kubelet [EEFS
Discovered Labels Target Labels

__address__="192.168.49.2:10250" instance="minikube"
__meta_kubernetes_node_address_Hostname="minikube" job="kubelet"
__meta_kubernetes_node_address_InternallP="192.168.49.2"

__meta_kubernetes_node_annotation_kubeadm_alpha_kubernetes_io_cri_socket="unix:///var/run/cri-dockerd.sock”

__meta_kubernetes_node_annotation_node_alpha_kubernetes_io_ttl=

__meta_kubernetes_node_annotation_volumes_kubernetes_io_controller_managed_attach_detach="true"
__meta_kubernetes_node_annotationpresent_kubeadm_alpha_kubernetes_io_cri_socket="true"
__meta_kubernetes_node_annotationpresent_node_alpha_kubernetes_io_ttl="true"

__meta_kubernetes_node_annotationpresent_volumes_kubernetes_io_controller_managed_attach_detach="true"

__meta_kubernetes_node_label_beta_kubernetes_io_arch="amd64"

__meta_kubernetes_node_lahel_beta_kubernetes_io_os="linux"

__meta_kubernetes_node_lahel_kubernetes_io_arch="amd64"
__meta_kubernetes_node_label_kubernetes_io_hostname="minikube”
__meta_kubernetes_node_label_kubernetes_io_os="linux"
__meta_kubernetes_node_label_minikube_k8s_io_commit="4243041b7a72319b9be7842a7d34b6767bhdac2b"

__meta_kubernetes_node_label_minikube_k8s_io_name="minikube"

__meta_kubernetes_node_label_minikube_k8s_io_primary="true"

Rysunek 9.3. Kubelet na stronie stanu mechanizmu wykrywania ustug w oprogramowaniu Prometheus

k8apiserver [EFIEY

Discovered Labels

__meta_kubernetes_endpoints
__meta_kubernetes_endpoints
__meta_kubernetes_endpoir
__imeta_kubernetes_endpoin

__meta_kubernetes_name

Rysunek 9.4. Serwer API wyswietlony na stronie wykrywania ustug w oprogramowaniu Prometheus



k8services n

Discovered Labels Target Labels

__="172.17.0.4:9090" instance="172.17.0.4:9090"

__meta_kubernetes_endpointslice_addres: job="prometheus”

6d54d7555-jjc4t”

__meta_kubernetes_pod_container_port_number="3090"
__meta_kubernetes_pod_container_port_protocol=
__meta_kubernetes_pod_controller_kind="ReplicaS
__meta_kubernetes_pod_controller_name="prometheus-56d54d7555"
__meta_kubernetes_pod_host_ip="192.168.49.2"
__meta_kubernetes_pod_ip
__meta_kubernetes_pod_label_app="prometheus”

__meta_kubernetes_pod_label_pod_template_h

__meta_kubernetes_pod_labelpresent_app="true”

Rysunek 9.5. Prometheus automatycznie wykryt samego siebie, uzywajgc mechanizmu wykrywania ustug endpoint



fefa-f738-4175-bf4b-c38c9940907e"

__scrape_interval__="10s"

Rysunek 9.6. Pod odkryty za pomocg mechanizmu wykrywania ustug pod



Rozdziat 10. Najczesciej uzywane komponenty eksportujace

Blackbox Exporter

Probe prometheus.io for http 2xx

Metrics

Configuration

Recent Probes

‘Module Target|Result Debug‘

Rysunek 10.1. Strona informacji o stanie komponentu eksportujgcego Blackbox Exporter

Q Prometheus ©
Targets

Al Unhealthy  Expand All { Q ’ Filter by endpoint or labels ]
blackbox (3/3 up)

Last Scrape

Endpoint State | Labels Scrape | Duration Error
http://127.0.0.1:9115/probe m instance="http://www.prometheus.io" 931.000 297.940ms

ms ago

http://127.0.0.1:9115/probe m [N A A IR et | 18.461s  685.287ms

ago

http://127.0.0.1:9115/probe m I e L A e Al | 33.408s | 261.493ms

module="http_2xx" ago

target="http://demo.robustperception.io”

Rysunek 10.2. Strona informacji o stanie w komponencie Blackbox Exporter



Rozdziat 13. Wprowadzenie do PromQL

9 Prometheus ©

Use local time Enable query history Enable autocomplete Enable highlighting Enable linter

‘ Q ‘ process_cpu_seconds_total[[1m]

Load time: 8ms Resolution: 14s  Result series: 2

Table Graph
Evaluation time
Process._cpu_: ds_total Ihost”, job="node"} 10.63 @1667601656.929
10.76 @1667601666.929
10.84 @1667601676.929
10.91 @1667601686.929
11.02 @1667601696.929
11.08 @1667601706.929
Process._cpu_: ds_total Ihost”, job="p heus"} 4.5 @1667601662.209
453 @1667601672.209
4.56 @1667601682.209
4.6 @1667601692.209
462 @1667601702.209
4,66 @1667601712.209
Rysunek 13.1. Wektor zakresu na karcie Console przeglgdarki wyrazenia
Rozdziat 16. Funkcje
048
045
043
0.40
038
|
035 l l H\h ,U | l “h Ul l ‘ l] |h“ l l“
| il b A I Y L ! LR TR VLTI S i i AT AR (W] AT
i IIII NN Vet rl T '”] Ty Ty
033
0.30
0.28

23:28 23:30 23:35 23:40 2345 23:50 23:65 00:00 00:05 00:10 00:15 00:20

[ {func="irate", instance="localhost-9100", job="node"}
| {func="rate”, instance="localhost:9100", job="node"}

Rysunek 16.1. Poziom uzycia procesora przez Node Exporter podawany za pomocg wywolan rate() i irate()



Rozdziat 17.

9 Prometheus o

Rules

example 377.000ms | 0.987ms
ago

Rule State | Emor | Last Evaluation Evaluation

Time

record: job:process_cpu_seconds:rate5m [ ok ] 379.000ms ago 0.637Tms

expr  sum without (instance)

(rate(process_cpu_seconds_total[5m]))

record: job:process_open_fds:max [ ok ] 379.000ms ago 0.302ms

expr.  max without (instance) (process_open_fds)

Rysunek 17.1. Strona informacji o stanie Rules w oprogramowaniu Prometheus

Rozdziat 18. Ostrzeganie

Prometheus |—
Ostrzezenia Powiadomienia K o el
Prometheus »| Alertmanager » R rpall,
pagera, czatu itd.

Prometheus |—

Rysunek 18.1. Architektura systemu Prometheus i menedzera ostrzezen Alertmanager



() Prometheus ©

[ Lnacine 0 - L= T08 T rnng ) T&] Fiterbyname orlabels | ()show annotations
rules.yml > node_rules
+ InstanceDown (2 active)

name: InstanceDown
expr: up == @
for: Sm

Labels State Active Since Value

[UPENDINGY) | 2022-11-16T09:00:24.499989908Z |0
2022-11-16T08:55:34.499989908Z |0

alertname=InstanceDown [ instance=localhost:9100

alertname=InstanceDown f instance=otherhost:9100

Rysunek 18.2. Strona informacji o stanie ostrzezet wyswietla ostrzezenia oczekujgce i wywolane

Rozdziat 19. Menedzer ostrzezen Alertmanager

;\ AlertManager (APP| 1:07 PM
(:'b I Alerts in Dublin dev!

Rysunek 19.1. Zawierajgca informacje o regionie i srodowisku wiadomos¢ wyswietlona w komunikatorze Slack

;‘\:) AlertManager (APP| 2:14 PM
Alerts in Dublin dev!
2 alerts:

alertname=WebRenderingFailing env=dev instance=squid:2011 region=Dublin
severity=page team=frontend
Wiki: http:/wiki.mycompany/TraffiBlackholed

alertname=HeadlessServerDown env=dev instance=mami:2011 region=Dublin
severity=page team=frontend

Wiki: http:/wiki.mycompany/HeadlessServerDown

Dashboard: http:/grafana.mycompany/dashboard/db/charlotte&region=Dublin

Rysunek 19.2. Dostosowana do wlasnych potrzeb wiadomosé w komunikatorze Slack



Alertmanager Alerts Silences Status Help

Receiver: All (@ Silenced (@ Inhibited ‘

Filter Group

K Silence ]

Custom matcher, e.g. env="production”

+ Expand all groups

- [ alerthname="InstanceDown" + ]Zalerrs

2022-11-16T09:14:59.499Z |~ Source K Silence

)

+ I [ severity="ticket"

+ I [ instance="bar:9100" | + I ljub:'node" + ] l region="Dublin"

l env="prod"

2022-11-16T09:14:59.499Z |~ Source K silence

l env="prod" | + I [ instance="foo:9100" | + ] [job="nnde" | + I [ region="Dublin" | + ] l severity="ticket" | + I
- [ alertname="ManylnstancesDown" | + } 1 alert

2022-11-16T09:14:59.499Z |~ Source /X Silence

+ ] [team:'frontend' + I

+ I l region="Dublin" | + I l severity="page"

l env="prod" | + I [ job="node"

Rysunek 19.3. Wiele ostrzezeri wyswietlonych na stronie informacji o stanie menedzera ostrzezeri Alertmanager



New Silence

Start Duration End

| 2022-11-16T09:17:33.679Z | ‘ 2h | ‘ 2022-11-16T11:17:33.679Z

Matchers Alerts affected by this silence

x job="node"

[ alertname="InstanceDown" x ” region="Dublin" ‘ x ]

[ severity="ticket" ‘ x H team="frontend" | x H

Custom matcher, e.g. env="production”

env="prod" ‘ x ]

Creator

Julien

Comment

Example comment

Affected alerts: 2

2022-11-16T09:14:59.499Z |~ Source

| alertname=InstanceDown | | env=prod | | instance=fo0:9100 | ‘ job=node ‘ | region=Dublin | ‘ 5everity=tichet|

| team=frontend

2022-11-16T09:14:59.499Z |~ Source

| alertname=InstanceDown | | env=prod | | instance=bar:9100 | | job=node | | region=Dublin | | severity=ticket |

| team=frontend ‘

Rysunek 19.4. Przejrzenie wyciszenia przed jego utworzeniem



Alertmanager

Filter

Active B

Pending

Ends 2022-11-16T11:17:33.679Z View

Alerts Silences Status Help

Custom matcher, e.g. env="production”

Expired

Edit

Expire

| alertname=InstanceDown | | env=prod ‘ | job=node | | region=Dublin ‘ | severity=ticket ‘ ‘ team=frontend

New Silence

Rysunek 19.5. Strona Silences menedzera ostrzezer Alertmanager wyswietla aktywne wyciszenia

Rozdziat 21. Zebranie wszystkiego w catos¢

Standardowa operacja Federacyjna operacja pobiera
pobierania danych zagregowane wskazniki
e
| Serwery systemu
Centrum ¢ | Globalny serwer
danych 1 Cele E - cz:](;mrt]r:ieaur?y @ systemu Prometheus
\ /' /
X/
E— 4
Centrum | Sep’;’gg&i’fgﬁ?” | Globalny serwer
danych 2 Cele W centrum danych systemu Prometheus
/
/ /
e
T E Serwery systemu
Cele Prometheus
danych 3 1 | w centrum danych

Rysunek 21.1. Architektura federacji globalnej




Prometheus

Ostrzezenia

Prometheus

Prometheus

Powiadomienia

Alertmanager

Przekazywanie
informagji —>

Wiadomosci e-mail,
dla pagera, czatu itd.

Alertmanager

Rysunek 21.2. Architektura klastrowania menedzera ostrzezeti Alertmanager




