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Rysunek 1.1. Wprowadzanie technologii faricucha blokéw i jej dojrzewanie
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Rysunek 1.2. Liczba wyszukiwan stowa blockchain (czyli tancuch blokéw) w wyszukiwarce Google
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Uzytkownicy korcowi

Rysunek 1.3. Projekt systemu rozproszonego: N4 to wezet bizantyjski, L2 to uszkodzone lub powolne tacze sieciowe

Mechanizmy
osiggania
konsensusu

Replikacja hashcach
maszyn Zadania
stanowych obliczeniowe

Systemy taricuch blokéw
e-pienigdza

Sieci P2P
Bitcoin

Rysunek 1.4. Rézne idee wykorzystane do opracowania Bitcoina i taricucha blokéw
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Rysunek 1.5. Obraz fancucha blokéw w kontekscie sieci
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Rysunek 1.6. Ogélna struktura bloku




oprzedniego bloku

Transakcje i inne dane

(pierwszy blok)

yoprzedniego bloku

Transakcje i inne dane

Transakcje i inne dane

Rysunek 1.7. Ogélna struktura taficucha blokéw

Rozdziat 2. Decentralizacja

Rysunek 2.2. Poziom decentralizacji

Tozsamosc, zasoby

tanicuch blokéw

Ethereum, Hyperledger

Skladowanie danych
System plikéw (IPFS), baza danych (BigchainDB)

Komunikacja

Internet, sieci o topologii siatki

Rysunek 2.3. Zdecentralizowany ekosystem



Rozdziat 4. Kryptografia klucza publicznego

@' drequinox@drequinox-0P7010: ~/Crypt

GNU nanco 2.4.2 File:

message.rsa

Rysunek 4.8. Plik message.rsa zawierajacy niezrozumiate (zaszyfrowane) dane
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Rysunek 4.15. Tworzenie podpisu cyfrowego (po lewej) i proces sprawdzania podpisu (po prawej). Przyktad

tworzenia podpiséw cyfrowych za pomocg RSA

Rysunek 4.16. Zawarto$¢ pliku signature.bin



Rysunek 4.17. Certyfikat X509 wykorzystujacy algorytmy ECDSA i SHA-256

Rozdziat 5. Wprowadzenie do Bitcoina

Market Price (USD) .
$11,430.18

2017-03-05 blockchain.info/charts 2018-03-04

Rysunek 5.1. Ceny bitcoindw od marca 2017 r.



Request

BITCOIN

Tap to copy this address. Share it with the
sender via email or text.

13zouJCVMMQBmMTcd8K4YSBP36gEFNN1ZI3

BTC usD
0.00033324 2

4

\T/ ﬁ Re;-ujest

Rysunek 5.2. Zadanie ptatnosci w bitcoinach (w portfelu Blockchain)

Please send 0.00033324 BTC to
the Bitcoin address
1JzouJCVMMQBmMTcd8K4Y5BP36g
EFNN1ZJ3.

bitcoin://
1JzouJCVMMQBmMTcd8KAY5BP36g
EFNN1ZJ3?amount=0.00033324

Rysunek 5.3. Kod QR reprezentujgcy ptatnos¢ w bitcoinach



From My Bitcoin Wallet

To 13zouICVMMQBMTcd8K4YSBP36gEF...

BTC 0.00033324 GBP 153
Use total available minus fee: 0.00251933 BTC

Regular

Fee 0.00010622 BTC (£0.49)

Rysunek 5.4. Wysytanie bitcoinéw za pomocg portfela Blockchain [138

SENT 0.00043946 BTC

Description What's this for?

To 13zouJCVMMQBmMTcd8K4YS5BP36gEFNNTZI3

From My Bitcoin Wallet

Date October 29, 2017 @ 4:47pm

Status  Pending (0/3 Confirmations)

Rysunek 5.5. Przestana transakcja



0.001267 BTC

origin

@ 0.00033324 BTC
1Jz0uJCVMMQBMTcd8K4Y5BP36gEFNN1ZJ3

0.00093376 BTC

1ET30BG8JpunjytE7owyVtmBjmveDycQe

Rysunek 5.6. Wizualizacja przeptywu srodkéw w transakgji (z witryny Blockchain.info)

Tra nsakcja Zobacz informacje o transakcji bitcoin

1c96d3fd 1623074 161bae8a616b56a1d

1PL6gsm49xCFMvrXqgGeee5cdrG119GoWN 3 1JzouJCVMMQBmMTcd8KAYSBP36gEFNN1Z3
1ET30BGf8JpunjytE7owyVimBjmve DycQe

Podsumowanie Przychody | wyjécia
Rozmiar 226 (Baijtow) Razem przychodow
‘Waga 904 Razem wychodzacych
Czas otrzymania 2017-10-29 16:51:42 Optaty
Zawarta w blokach 492229 ( 2017-10-29 16:51:42 + 0 minut } Optata za bajt
Potwierdzefi 47715 Optata za jednostke wagi
Wizualizacja Zobacz wykres drzewa Szacunkowa ilos¢ BTC w transakeji

Skryply

Rysunek 5.7. Informacje o transakcji pobrane z witryny Blockchain.info

0.00033324 BTC
0.00093376 BTC

0.001267 BTC

0.00137322 BTC
0.001267 BTC
0.00010622 BTC
47 sat/B

11.75 satWu
0.00033324 BTC

Pokaz skrypty & coinbase
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Rysunek 5.8. Hologram zabezpieczajacy na fizycznym bitcoinie Casascius z widocznym minikluczem i kodem QR

Load & Verify

Bitcoin Address
1BMIANdAUcuaWSWINZBRFS3gkp Q2ZMyTEEECd
Ldanb] Hur ¥ Daye] M HO fhibe PsGzury Do Ne RCUT Sinem sl sHn F

Private Key

' bitcoin

Amount;

Rysunek 5.10. Klucz prywatny i adres Bitcoin w papierowym portfelu (za strona: bitaddress.org)
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To deposit funds to this paper wallet, send. g
ayptocumency to ts public address, anytime. (] =

FRUHHZUAD A2IATLIA
ABDPETACDASYSAADAG

Veerify your balsnce by searching for the
public address using a blockin explorer such

o5 blodkchain.info.

DO HOT REVEAL THE PRIVATE KEY until you are
ready to import the balance on this wallstio &
‘ayptocurrency dient, exchange of online wallet.

1BasHiry2veCQCaxs
REdoxvKRuET FY6g6r

GOSN 18asHiry2VoCQCdXEX640xvKRufFGqGr
Private key 5KQubs4S8Y GoPi3q8FVpT 1V YekGwhzHHT44Z7TwNNymbJdEYzc2UY

Rysunek 5.12. Adres vanity wygenerowany na stronie https://bitcoinvanitygen.com/

Blockchain Size

138.9 GB

38.9GB

06.8 GB

96.13 GB

2016-10-29 blockchain.info/charts 2017-10-28

Rysunek 5.15. Aktualna wielko$¢ tancucha blokéw na dziern 29.10.2017



Difficulty ‘
1,452,839,779,145

2016-10-29 blockchain.info/charts 2017-10-28
Rysunek 5.17. Trudnos¢ wydobywania blokéw w ostatnim roku
Hash Rate .
24.37 EH/s
26.91 EH/s
21.91 EH/s
16.91 EH/s

11.91 EH/s

6.91 EH/s
2017-03-06 blockchain.info/charts 2018-03-05

Rysunek 5.18. Szybko$¢ obliczania skrétow (mierzona w eksahashach) w okresie roku do marca 2018 r.



Rysunek 5.19. Zwykly procesor

Rysunek 5.21. Uktad FPGA



Rysunek 5.22. Ukfady ASIC

ConnectBTC: 0.8%

NiceHash Solo: 0.8%
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BW.COM: 1.6% — : / AntPool: 20.2%
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Unknown: 4.7%
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i / - BTC.TOP: 9.3%
ViaBTC: 9.3% -

Rysunek 5.23. Kopalnie i ich moc obliczeniowa (szybko$¢ obliczania skrotéw) na dzien 28.10.207.
Zrédto: https://blockchain.info/pools

Rozdziat 6. Sie¢ Bitcoina i ptatnosci



Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info
131 98.598526000 192. 52.1.165.219 Bitcoin 192 version
1560 99.180294000  192.

52.1.165.219 Bitcoin 90 verack
151 99.186421000 Bitcoin 122 getaddr, ping
152 99.1807156808 1288 addr, getheaders[Malformed Packet]

486 112.653746000 52.1.165.219 Bitcoin 127 inv
818 143.630367000 52.1.165.219 Bitcoin 127 inv
1004 178.729768000 .168.6.13 52.1.165.218 Bitcoin 127 inv

» Transmission Control Protocol, Src Port: 52864 (52864), Dst Port: 18333 (18333), Seq: 207, Ack: 1291, Len: 1222
~Bitcoin protocol

Packet magic: ©x6b116907

Command name: addr

Payload Length: 31

Payload checksum: exae3fce7d
~Address message

Count: 1

~Address: afb frff...

~Node services: 6x8008000000000000
................... 6 = Network node: Not set
ffff:86.15.44.209 (::ffff:86.15.44.209)

Nede port: 18333
Address timestamp: Oct 16, 2016 ©0:37:19.000000000 BST
~Bitcoin protocol
Packet magic: @x8b110907
command name: getheaders
Payload Length: 1029
Payload checksum: ©x4e54961d
~Getheaders message
Count: 126
Starting hash: 1101001f152142abccc@39563abc56b149bd56c2b3925b65. . .
Starting hash: 1986703bd53b8c7bf bccfeeffdscdde780. ..
Starting hash: 000000007ad1fed813d20301b1762895a2e5b08c8a58b3ea. ..
Starting hash: 4c45177 2279d9c7cf672d361d5. ..

Rysunek 6.3. Przykfadowy komunikat w narzedziu Wireshark

Time 192.168.0.13 @I

136.243.139.96
97.734135000 Bitcoin: version
98.025045000 Bitcoin: verack
98.025177000 Bitcoin: getaddr, ping, addr
98.025468000 Bitcoin: getheaders, headers
98.160419000 Bitcoin: [TCP Retransmission] , getheaders,
98.598399000 Bitcoin: getdata
144.343544000 Bitcoin: inv
176.152240000 Bitcoin: getdata
179.493755000 Bitcoin: getdata
218.101646000 Bitcoin: ping
218.192004000 Bitcoin: [unknown command]
218.444431000 Bitcoin: [TCP Rets ission] ,
336.234936000 Bitcoin: getdata
337.843423000 Bitcoin: [unknown command]
338.143885000 Bitcoin: ping
448.764093000 Bitcoin: getdata
457.894823000 Bitcoin: [unknown command]

458.195265000
578.011774000

ing
unknown command]

578.212044000

585.587671000

647.169633000 Bitcoin: inv
671.962545000 Bitcoin: getdata
698.037067000 Bitcoin: [unknown command]
698.237350000 Bitcoin: ping
701.563581000 Bitcoin: inv

701.986269000
705.022173000
812.115878000
818.198570000
818.298733000

unknown command]

Bitcoin: ping

Rysunek 6.4. Protokot




Rysunek 6.5. Portfel Trezor

Rysunek 6.6. Portfel mobilny Jaxx

Dbikcoin

ACCEPTED HERE

Rysunek 6.7. Logo informujace o akceptowaniu ptatnosci w bitcoinach



Rysunek 6.8. Terminal kasowy firmy 34 Bytes

Liczba transakcji na sekunde

100 000
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B |iczba transakgji na sekunde

Rysunek 6.9. Szybko$¢ przetwarzania transakgji w sieci Bitcoina i w innych sieciach (skala logarytmiczna)



CEX' | O BUY/SELL  MARKET DATA  MARGIN TRADING SIGN IN REGISTER E

BTCIUSD BTC/EUR BTC/RUB ETHIBTC ETHUSD ETHIEUR LTCUSD LTCIEUR LTC/BTC GHS/BTC
641.6617 581.9899 40000.69 0.01870728 12.08170000 10.82830000 3.87650000 3.4900 0.00602549 0.00010000

Today's open: 24h volume:

$644.1312 13393.23521389 ¢

BTC/USD Seneer
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Rysunek 6.10. Przyktadowa gietda bitcoindw cex.io

Sell Orders © Total BTC available: Buy Orders O Total USD availabl
Price per BTC BTC Amount Total: (USD) Price per BTC BTC Amount Total: (USD)
642.4085 $0.20450000 $131.38 - 641.6210 B0.01390000 $8.92

642 4915 $0.20910000 $134.35 6416201 B0.23162780 $148.62
643.4470 $0.05000000 $32.18 641.6200 B0.12050000 $77.32

643 4900 B0.11944972 $76.87 6416117 B1.83477084 $1177.22
643 5000 B1.85748652 $1195.30 6415584 B0.30000000 $192.47
643.6500 $3.00000000 $1930.95 641.5217 B0.18180000 $116.63
643 6999 $0.13844181 $89.12 641.0217 B0.10000000 $64.11
643.7000 $45.80000000 $20481.46 640.5300 B0.67323160 $431.23
643 7487 B1.22095538 $791.79 6405000 B0.40815400 $261.43

Rysunek 6.11. Przykfadowy arkusz zlecen bitcoindw na gietdzie cex.io

Rozdziat 7. Klienty i interfejsy API Bitcoina



Download Bitcoin Core

Latest version: 0.15.0.1

" Download Bitcoin Core

Or choose your operating system

,/.l,. Windows Linux (tgz)
64 bit - 32 bit 64 bit - 32 bit
1/1',' Windows (zip) ARM Linux
64 bit - 32 bit 64 bit - 32 bit
i Mac OS X @ Ubuntu (PPA)
dmg - tar.gz

Verify release signatures
Download torrent M
Source code

Show version history

Bitcoin Core Release Signing Keys
#v0.8.6-0921 #v0.93-0.102 »v0.11.0+

Rysunek 7.1. Pobieranie klienta Bitcoin Core

Bitcoin Core - Wallet - O x
File Settings Help

@ Overview | (3 Send g Receive [ Transactions
Balances & Recent transactions &

Availzble:  0.00000000 BTC

Pending:  0.00000000 BTC

Total: 0.00000000 BTC

Synchronising with netwerk... 8 years and 3 weeks behind BTC $ (:)

Rysunek 7.2. Klient Bitcoin Core QT po instalacji, informujacy, ze tancuch blokéw nie jest zsynchronizowany



B drequinox@drequinox-OP7010: ~ — O *

Rysunek 7.3. Instalowanie Bitcoina

Rysunek 7.4. Komunikaty z dziennika debugowania Bitcoina

Rysunek 7.5. Przyktadowe wywotanie instrukcji getinfo za pomoca interfejsu bitcoin-cli. Ten sam format
mozna wykorzysta¢ do wywotywania innych polecen



Rysunek 7.6. Uzywanie interfejsu bitcoin-cli do sieci testnet. Pokazano tu tylko kilka pierwszych wierszy
danych wyjsciowych. Rzeczywista lista zawiera wiele polecen

Rozdziat 8. Inne kryptowaluty
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Rysunek 8.1. Ten wykres pokazuje, ze w czasie, gdy powstaje ta ksigzka, fgczna kapitalizacja rynku
alternatywnych kryptowalut przekracza 200 miliardéw dolaréw

Nov'17
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Rysunek 8.6. Poziom trudnosci w Namecoinie od grudnia 2016 r.
(za: https://bitinfocharts.com/comparison/difficulty-nmc.html)



1BTC =3114.84274999 NMC

0.00000300 BTC 014532464 BTC

00

NFgrujLsjwRGWiRF25RNfUqUucjs9Fsgb

14Koadj8xLpAeKDFke8gVWX5ETeUBlamxH

[ 1 agree to Terms

Start Transaction

Miner Fee: NMC

Rysunek 8.7. Wymiana bitcoinéw na namecoiny

Order ID: 164b3f96-b73c-4fb9-a7b4-82e194d21263

Your Namecoin was sent.

See it on the blockchain

Order Details

Rysunek 8.8. Powiadomienie o dostarczeniu namecoinéw

Email receipt

Submit

©) Deposit

1KTB9Uuq6KeTqQrgUGrXgnYdYDmz2aRcU

@ Receive

NFgrujLsjwRGWIRF25RNfUqUucjs9Fsgb

Final Rate ’ n
1BTC = 3114.84374999 NMC

Type Liquidity

Quick Q0000




i

eco W
File Settings Help
[-:> Send coins @ Receive coins Transactions (_Q Address Book @ Manage Mames ‘_ Export
Wallet Recent transactions
Balance: 10.56815022 NMC
. 02/11/2016 20:49 +10.56815022 NMC
Unconfirmed: 0.00 NMC @
Bashir's Name Coin Address
Number of transactions: 1
a4 ¥
——————— - =

Rysunek 8.9. Portfel Namecoina

File Settings Help

ﬁ Overview [l':> Send coins @ Receive coins Transachons &Addrass Book | 'l Manage Names \‘- Export
ew name:

djmasteringblackchain|

Use df prefix for domain names. E.g. d/mysite wil register mysite.bit (note: domains can be lower-case only, valid characters are alphanumeric and hyphen; hyphen
can't be first/last character).

See Domain names in Namecoin wiki for reference, Other prefixes can be used for miscellaneous purposes {not domain names). L

Your registered names:

Name filter Value filter Address

filter
7
Name Value Address Expires in *
|
i
|
Configure Name... Renew Name
-l v
—

Rysunek 8.10. Portfel Namecoina — konfigurowanie nazwy domeny
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File Settings Help

B overview B sendcons @ Receive coins [ Transactions 4 Address Book

]

New name:

df
Use d] prefix for domain names. E.g. d/mysite wil register mysite.bit (note: domains can be lower-case only, vald characters are alphanumeric and hyphen; hyphen can't be frst/last character).
See Domain names in Namecain wiki for reference. Other prefixes can be used for miscelaneous purpeses (ot domain names).

Your registered names:

Name filter Value filter Address filter

Name Value Address

d/masteringblockchain ] <0.packt.com,”,"nsl bashir.com"]}

Double-click name to configure

Expires i

Renen Name
al v
Rysunek 8.11. Portfel Namecoina — wys$wietlanie zarejestrowanej nazwy
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Rysunek 8.14. Wykres ze statystykami na temat Primecoina; zrédfo danych:
https://coinmarketcap.com/currencies/primecoin/




1) Primecoin - Debug window . i

Information Console

11:52:09 (2, Welcome to the Primecoin RPC console.
S Use up and down arrows to navigate history, and Cerl-L to clear screen.
Type help for an overview of availkble commands.

11:52:15 setgenerate true -1

11:52:15

11:5226 (@ getmininginfo

11:52:26

{

"blocks" : 56507,
"currenthlocksize” : 1000,
"currentblocktx" : 0,
“errors” : ",
"generate” : true,
"genprocimit” : -1,
"primespersec” : 28,
"chainsperday” : 0.05430158,
"pooledtx" : 0,

"testnet” : false

}

help

addmultisigaddress <nrequired> <'["key","key"]"> [account]

m

Rysunek 8.15. Wydobywanie primecoinéw

o ——

File Settings Help

[-:> Send @Rec&ive Transach'ons &Addresses

Wallet (out of sync) Recent transactions [out of sync)
Balance: 0.00 XPM

Unconfirmed:  0.00 XPM

Synchronizing with network...

172 week(s) behind kg

Rysunek 8.16. Oprogramowanie portfela Primecoina synchronizujace sie z siecig




| $4000.00

$3000.00

(@sn) 32ud

$2000.00

$1000.00

160M

24h Vol

I R AR o T e o 0 A T
Nov '16 Jan'17 Mar '17 May '17 Jul'17 Sep'l17 Nov '17

0

Jul'17
« "

Market Cap — Price (USD) Price (BTC) @ 24h Vol

Rysunek 8.17. Wartos¢ rynkowa i cena zcashow

drequi @drequinox-0P7010:~5 git clone https://github.com/zcash/zcash.
Cloning into 'zcash'...

remote: Counting objects: 56593, done.

remote: Total 56593 (delta ©), reused 0 (delta @), pack-reused 56593
Receiving objects: 100% (56593/56593), 42.78 MiB | 2.11 MiB/s, done.
Resolving deltas: 100% (43020/43020), done.

Checking connectivity... done.

drequinox@drequinox-0P7010:~$ cd zcash/

drequinox@drequinox-0P7010:~/z h$ git checkout v1.0.0

Note: checking out 'vi.e.0'.

You are in 'detached HEAD' state. You can look around, make experimental
changes and commit them, and you can discard any commits you make in this
state without impacting any branches by performing another checkout.

1f you want to create a new branch to retain commits you create, you may
do so (now or later) by using -b with the checkout command again. Example:

git checkout -b <new-branch-name>

HEAD is now at 1feaefa... Update network magics for 1.0.0 @

Rysunek 8.18. Klonowanie repozytorium Zcasha z serwisu Git



drequinox-0P7010: $ ./fzcutil/fetch-params.sh
- fetch-params.sh

This script will fetch the Zcash zkSNARK parameters and verify their
integrity with sha256sum.

The parameters are currently just under 911MB in size, so plan accordingly
for your bandwidth constraints. If the files are already present and
have the correct sha2s6sum, no networking is used.

Creating params directory. For details about this directory, see:
/home /drequinox/.zcash-params/README

Retrieving: https://z.cash/downloads/sprout-proving.key
--2016-10-28 21:46:21-- https://z.cash/downloads/sprout-proving.key
Resolving z.cash (z.cash)... 104.236.171.172

Connecting to z.cash (z.cash)|104.236.171.172|:443... connected.

HTTP request sent, awaiting response... 301 Moved Permanently

Location: https://s3.amazonaws.com/zcashfinalmpc/sprout-proving.key [following]
--2016-10-28 21:46:22-- https://s3.amazonaws.com/zcashfinalmpc/sprout-proving.key
Resolving s3.amazonaws.com (s3.amazonaws.com)... 54.231.40.114

Connecting to s3.amazonaws.com (s3.amazonaws.com)|54.231.40.114|:443... connected.
HTTP request sent, awaiting response... 200 0K

Length: 910173851 (868M) [application/octet-stream]

Saving to: ‘/home/drequinox/.zcash-params/sprout-proving.key.dl’

BK % 2.71M 5m8s
32768K 3.58M 4m20s
65536K 2.53M 4m28s
98304K . 14% 1.75M 4m59s

131072K

Rysunek 8.19. Pobieranie parametrow dowodow ZK-SNARK w trakcie konfigurowania Zcasha

Rysunek 8.20. Zrzut ilustrujgcy dane wyjsciowe instrukcji getinfo



drequinox@drequinox-0P7i S . /nhegminer -1 eu -u 1PL6gsm49xCFMvrXqgGcee5cdrG119GoWN.worker1 -t 6 -od ©
Equihash CPU Miner for NiceHash ve.ic

Thanks to Zcash developers for providing most of the code

Special thanks to tromp for providing optimized CPU equihash solver

setting log level to 2
8:53][0x00007f51809cd708] stratum
8:53][0x00007f51009cd700] stratum

:28:53][0x00007f51089cd788] stratum

Connecting to stratum server equihash.eu.nicehash.com:3357
Connected!
Starting miner
Starting thread #1
Starting thread #o
Starting thread #5
Starting thread #2
Starting thread #4
miner#3 | Starting thread #3
8:54][0x00007f51009cd700] stratum | Subscribed to stratum server

|
|
|
8:53][@x0e007f58Ffafce700] miner#1l |
8
|
|
|
|
|
4][0x00007f51009cd760] miner | Extranonce is 5080e5b86060OAOOA0EO00065000e5b9ab
|
|
|
|
|
|
|
|
|

3][exeeee7fs5efb7cf7e0] minerze
3][exee007f50f8fca700] miner#s
8:53][0x00007f58fa7cd700] miner#2
8 miner#4

4][6xBEOO7F51869cd708] stratum | Authorized worker 1PL6gsm49xCFMvrXqgGeeeScdrG119GoWN.worker1
8:54][0x00007751009cd700] stratum
8:54][0x00007f51009cd700] stratum
5][ox00007f50fa7cd700] stratum
8:55][0xBOBO7f51009cd700] stratum
s][exee0e7f51009cd700] stratum
7][oxeee07f50fafce700] stratum
:57][6x00007f51009cd700] stratum
:59][8x00007f50f97cb700] stratum

Submitting share #4, nonce 0260000000000000060000000006000

Submitting share #5, nonce ©10000000000000000000000000001

Submitting share #6, nonce 640000000000000060000000008005

Rysunek 8.21. Uzywanie adresu Bitcoina do otrzymywania ptatnosci za sprzedaz mocy obliczeniowej

Rysunek 8.22. Uzywanie adresu T Zcasha do otrzymywania pfatnosci za sprzedaz mocy obliczeniowej

Rozdziat 9. Inteligentne kontrakty



Kontrakt ricardianski
Model muszki

Swiat prawa Swiat kryptografii Swiat rozliczen

0xABCDO01234EFAB6789

LD

Aade 0
PGPSig
Kontrakt napisany Funkcja Skrét, czyli Transakcja Transakcje
jezykiem prawniczym generujaca bezpieczny poczatkowa uzytkownika
i opatrzony znacznikami skrét identyfikator

czytelnymi dla maszyny  dokumentu

Rysunek 9.1. Kontrakty ricardianskie, model muszki

Bardziej Ma przykiad

rozbudowana obligacje

semantyka ricardianskie

: . Bardziej
05 kontraktow rozbudowane Na przyktad
ricardiariskich A skrypty

mozliwosci AU
w Bitcoinie

wykonania

03 inteligentnych
kontraktow

Rysunek 9.2. Rysunek pokazujacy, ze kwestie semantyki i wykonywania sg niezalezne od siebie (za lanem
Griggiem). llustracje zmodyfikowano, aby na osiach pokazac inne rodzaje kontraktéw

Rozdziat 10. ABC tancucha blokow
Ethereum



SEND CONFIRMATION

Send: 4 GBP

Receiving Address
OxeFc7aEF5150836955e9CEa8Bc360D57925e85093

Mining Fee: 0.000441 ETH

CANCEL CONFIRM

Rysunek 10.3. Przesyfanie przelewu srodkéw od Bashira w portfelu Jaxx




i Transaction >

RECEIVED £4.02

Description What's this for?

To Oxefc7aef5150836955e9cea8be360d57925¢85093

From 0xlce3106fb372695bc2d35ec0ad1237¢829f8d6dc
Date November 18, 2017 @ 1:25pm

Status Confirmed

VIEW ON ETHERSCAN.IO

Rysunek 10.4. Transakcja w portfelu fancucha blokéw nalezacym do Irshad



TxHash:
0xc63dce6747e1640abd63ee63027¢3352aed8cdb92bbal2ae25225666e171009e

TxReceipt Status:
Success

Block Height:
4576084 (20583 block confirmations)

TimeStamp:
3 days 7 hrs ago (Nov-18-2017 01:25:54 PM +UTC)

From:
0x1ce3106fb372695bc2d35ec0ad1237c829f8d6dc

To:
Oxefc7aef5150836955e9cea8bc360d57925e85093

Value:
0.015927244142974896 Ether ($5.82)

Gas Limit:
21000

Gas Used By Txn:
21000

Gas Price:
0.000000021 Ether (21 Gwei)

Actual Tx Cost/Fee:
0.000441 Ether ($0.16)

Cumulative Gas Used:
156148

Nonce:
1

Rysunek 10.5. Eksplorator blokéw z tarcucha blokéw Ethereum

Rozdziaf 11. Jeszcze o Ethereum

Rysunek 11.3. Bfgd zwracany w sytuacji, gdy nie mozna znalez¢ odpowiednich kart graficznych



Rysunek 11.4. Testy pordwnawcze z uzyciem zwyktych procesoréw

Rysunek 11.6. Zrzut z programu Ethminer



Learn while you wait

*‘h*l\*
Create a blockchain L 2 L
organization ve
.
Create an autonomous organization A 2
with rules on spending money and ‘e, ¢ Lot
- - 0 aLeul # . o ,
making decisions for you and your e 4 » L 2
investors. _._.‘“ - ...
LEARN THIS RECIPE L . -
| . ?
- .
'v‘
BACK AR
Downloading blocks (18 peers) Block 49,589 of 4,618,681 (Chain structure 94.39%)

Rysunek 11.7. Przegladarka Mist w trakcie uruchamiania i synchronizowania sie z siecig mainnet

) @® » | £66blocks left | ©80% M BALANCE
WALLETS SEND —— CONTRACTS 0.00 eTHEr

Accounts Overview

ACCOUNTS

Accounts are password protected keys that can hold Ether and Ethereum-based tokens. They can control contracts, but can't
display incoming transactions.

<<0 ACCOUNT 2 P MAIN ACCOUNT (ETHERBASE)
@ oo @ 000ue

1A9E3414904670C3C31CBI9Cc5523F80

+ ADD ACCOUNT

Rysunek 11.8. Przeglagdarka Mist



Shifey
Ethereum Wallet

Send 0.02568731 : | Bitcoin to
15jfoneg8NSHKkIF2qdEha3oPmyBJprTzQ

It will be converted into 2 ¢ Ether, and sent to
0xdf482f11e3ibb771622868786b3afedelctfb37f

Awaiting Deposit

3fbb771622868786b3afedelcb37f

Exchange Rate - Minimum Maximum
1BTC =78.24876631 ETH . 5 BTC

Rysunek 11.11. Wymiana bitcoinéw na ethery



(] drequinox@drequinox-OP7010: Jopt
drequinox@drequinox-0P7010: / $ bash <(curl https://get.parity.io -Lk)
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 154 100 154 (] (<] 429 Bic-2t-i 3771 it 430
100 154 100 154 (6] (<] 211 e 9625
100 12876 100 12876 0 0 11824 0 0:00:01 0:00:01 -- - 11824
==> Checking 0S dependencies
Ubuntu, but version not supported
curl
apt-get
sudo

> OK, let's install Parity now!
Last chance! Sure you want to install this software? [Y/n] Y

Installing Parity build dependencies
Verifying installation
apt-get
=> Installing parity
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

160 5449k 100 5449k 5] (i] 648k 0 ©0:00:08 0:00:08 --:--:-- 812k
(Reading database ... 227048 files and directories currently installed.)

Setting up parity (1.4.4)
>

Netstats Would you like to download, install and configure a Netstats client?
[¥/nl Y
Installing netstats
Please enter the netstats secret: a38ele5ebibs2fa
Please enter your instance name: Br.=quinox!
Please enter your contact details (optional):

## Installing the NodeSource Node.js v@.12 repo...
Rysunek 11.12. Instalowanie klienta Parity

drequinox@drequinox-OP7010: fopt

Spawning PM2 daemon with pm2_home=/home/drequinox/.pm2
PM2 Successfully daemonized

RN] Applications node-app not running, starting...
App [node-app] launched (1 instances)

] I 6018 | online | © s
Use ‘pm2 show <idfname=" to get more details about an app

> All done
Next steps
Run to start the Parity Ethereum client.

drequinox@drequinox-0P7010: N |

BesT sLoCK weLes LasT BLOCK 7y T AVG NETWORK HASHRATE oiFFICULTY

TRANSACTIONS

@ amretion

Rysunek 11.14. Statystyki na temat sieci Ethereum w witrynie ethstats.n




Rysunek 11.15. Klienty wymienione na stronie https://ethstats.net/

€ ) @|127.001

Ve =

ACCOUNTS

ACCOUNTS OVERVIEW

i
©r o

Rysunek 11.16. Interfejs uzytkownika klienta Parity



Ether Historical Market Capitalization Chart (USD)

Source: Etherscan.io
Click and drag in the plot area to zoom in

150 B

125 B

100 B

758

Ether Market Cap (USD)

508
25B

0B
Apr'17 Jul'17 Oct '17 Jan'18

Rysunek 11.18. Wartos¢ rynkowa etherow w przesztosci (zrodfo: etherscan.io)

Rozdziat 12. Srodowisko programistyczne
Ethereum

0:~5 geth --testnet

cnd/utils/flags.go:613] WARNING: No etherbase set and no accounts found as default
.759415 ethdb/database.go:83] Allotted 128MB cache and 1824 file handles to /home/imran/.ethereum/testnet/geth/chaindata
.807292 ethdb/database.go:176] closed db:/home/imran/.ethereun/testnet/geth/chaindata
.807589 node/node.go:175] instance: Geth/v1.5.2-stable-c8695209/1inux/go1.7.3
807603 ethdb/database.go:83] Allotted 128MB cache and 1624 file handles to /home/imran/.ethereum/testnet/geth/chaindata
.814016 eth/backend.go:288] Successfully wrote custom genesis block: 0cd786a2425d16f152c658316c423e6ce1181e15¢3295826d7c99

.814876 eth/db_upgrade.go:346] upgrading db log bloom bins

.814112 eth/db_upgrade.go:354] upgrade completed in 36.513ps

.814128 eth/backend.qo:193] Protocol Versions: [63 62], Network Id: 2

.814363 core/blockchain.go:214] Last header: #6 [6cd786a2..] TD=131672

.814375 core/blockchain.go:215] Last block: #@ [6cd786a2.] TD=131072

.814382 core/blockchain.go:216] Fast block: #e [@cd786a2.] TD=131072

.814840 p2p/server.go:336] Starting Server

983847 p2p/discover/udp.go:217] Listening, enode://fa838ec3feeB8a26d75755b55f7cbdd8oefacc4a98b5291acd5a23aeas5465b794c84aff
68a2122a25e87cf97bd369895ace9f487868eaef18@[ : : 03

983960 p2p/server.gc ] Listening on [::]:30383

984963 node/node.go:340] IPC endpoint opened: /home/imran/.ethereum/testnet/geth.ipc

.984160 eth/downloader /downloader.go:326] Block synchronisation started

Rysunek 12.1. Dane wyjsciowe z polecenia nawigzania potaczenia z siecig testowg Ethereum w kliencie geth



[12-13]19:19:11] No etherbase set and no accounts found as default

INFO [12-13]19:19:11] Allocated cache and file handles database=/Users/drequinox/etherprivate/geth/chaindata cache=16 handles=16

INFO [12-13]19:19:11] Writing custom genesis block

INFO [12-13]19:19:11] Successfully wrote genesis state database=chaindata hash=6650a0..b5c158

INFO [12-13]19:19:11] Allocated cache and file handles database=/Users/drequinox/etherprivate/geth/lightchaindata cache=16 handles=16
INFO [12-13]19:19:11] Writing custom genesis block

INFO [12-13119:19:11] Successfullv wrote genesis state database=liahtchaindata hash=66502a0..b5c158

Rysunek 12.2. Inicjowanie sieci prywatnej

[12-13|19:20:11] No etherbase set and no accounts found as default

INFO [12-13]19:20:11] Starting peer-to-peer node instance=Geth/v1.7.3-stable-4bb3c89d/darwin-amdé4/go1.9.2

INFO [12-13]|19:20:11] Allocated cache and file handles database=/Users/drequinox/etherprivate/geth/chaindata cach
[12-13|19:20:11] Upgrading database to use lookup entries

INFO [12-13(19:20:11] Initialised chain configuration config="{ChainID: 786 Homestead: @ DAO: <nil> DAOSupport:

INFO [12-13|19:20:11] Disk storage enabled for ethash caches dir=/Users/drequinox/etherprivate/geth/ethash count=3

INFO [12-13]|19:20:11] Disk storage enabled for ethash DAGs dir=/Users/drequinox/.ethash count=2

INFO [12-13]19:20:11] Initialising Ethereum protocol versions="[63 62]" network=786

INFO [12-13]|19:20:11] Database deduplication successful deduped=0

INFO [12-13]19:20:11] Loaded most recent local header number=@ hash=6650a0..b5c158 td=1024

INFO [12-13]19:20:11] Loaded most recent local full block number=@ hash=6650a0..b5c158 td=1024

INFO [12-13]|19:20:11] Loaded most recent local fast block number=0 hash=6650a0..b5c158 td=1024

INFO [12-13|19:20:11] Regenerated local transaction journal transactions=0 accounts=0

INFO [12-13]19:20:11] Starting P2P networking

INFO [12-13(19:20:13] UDP listener up self=enode://5c53ec0755806bc92432728f22a55f169a8c63df307fc

7a55d635@86.15.44.209:30303

INFO [12-13]19:20:13] RLPx listener up self=enode://5c53ec0755806bc92432728f22a55f169a8c63df307fc

7a55d635086.15.44.209:30303

INFO [12-13]|19:20:13] IPC endpoint opened: /Users/drequinox/etherprivate/geth.ipc

INFO [12-13]|19:20:14] Mapped network port proto=udp extport=30303 intport=30303 interfac
ENFO [12-13]19:20:14] Mapped network port proto=tcp extport=30383 intport=30303 interface

UPNP IGDv
UPNP IGDv

Rysunek 12.3. Uruchamianie klienta geth dla sieci prywatnej

Rysunek 12.7. Dostepne obiekty



Rysunek 12.9. Lista metod

Insecure RPC connection

"9 WARNING: You are connecting to an Ethereum node
via: http://127.0.0.1:8545

This is less secure than using local IPC - your
passwords will be sent over the wire in plaintext.

Only do this if you have secured your HTTP
connection or you know what you are doing.

Rysunek 12.10. Niezabezpieczone potaczenie RPC



(<] imran@drequinox-OP7010: fopt/Ethereum Wallet
imran@drequinc € $ ./Ethereum\ Wallet --rpc /home/imran/.ethereum/privatenet/geth.ipc
Running in production mode: true
Secp256k1 bindings are not compiled. Pure JS implementation will be used.
Starting in Wallet mode
Loading db: /home/imran/.config/Ethereum Wallet/mist.lokidb
Creating commonly-used windows
Create secondary window: loading, owner: notset
Check for update
Create primary windo main, owner: notset
Create primary window: splash, owner: notset
Backend language set to: en-GB
Web3 already initialized, re-using provider.
Initializing...
Resolving path to Eth client binary
Eth client binary path: fopt/Ethereum Wallet/nodes/eth/linux-x64/eth
Initializing...
Resolving platform...
Calculating peossible clients...
1 possible clients.
Verifying status of all 1 possible clients...
Verify Geth status ...
Checking for Geth sanity check ..
Checking sanity for Geth
Connect to {"path":"/home/imran/.ethereum/privatenet/geth.ipc"}
Connected!
Ethereum node connected, re-start sync
Starting sync loop
Connect to {"path":"/home/imran/.ethereum/privatenet/geth.ipc"}
Connected via IPC to node.
Connected!
network is privatenet
App is up-to-date.

Rysunek 12.11. Uruchamianie portfela Ethereum taczacego sie z prywatng siecig za pomoca komunikacji IPC

oo e

SEND EAENEl 50 | =2 O CONTRACTS 110.00 eTHer*

Accounts Overview

Accounts are password protected keys that can hold Ether and Ethereum-based tokens. They can control contracts, but can't display
incoming transactions.

&£ MAIN ACCOUNT (ETHERBASE)
110.00 ethe

aF ADD ACCOUNT

WALLET CONTRACTS

Rysunek 12.12. Przegladarka Mist w sieci prywatnej



(N J WALLETS SEND HNVZSNAN S0 | €24 ©

FROM

@ ~ Main account (Etherbase) - 120.00 ETHER

AMOUNT

(B ETHER

Send everything

You want to send 0 ETHER.

SOLIDITY CONTRACT SOURCE CODE CONTRACT BYTE CODE

pragma solidity A0.4.0;
contract SimpleContract2

il

2

3-{

4 uint z;
5 function addition(uint x) public returns (uint y)
6

7

Rysunek 12.13. Dodawanie kontraktu w przegladarce Mist

CONTRACTS 120.00 ETHerR*

120.00 ETHER

SELECT CONTRACT TO DEPLOY

Simple Contract 2

o



Create contract

0.00 eTHErR
O

Oxcf61...c58f Create contract

You are about to create a contract from the provided data.

Estimated fee consumption 0.00225648 ether (125,360 gas)
Provide maximum fee 0.00405648 ether (225,360 gas)
Gas price 0.018 ether per million gas
RAW DATA

0x6060604052341561000£57600080£d5b6101118061001e6000396000£30
0606060405260043610605c5763£££ffF£Ff7c010000000000000000000000
00000000000000000000000000000000006000350416632d9c8bcbB8114606
157806345bd069b146083578063543209b71460965780636db43e6d1460a9
575b600080£d5b3415606b57600080£d5b607160bc5650604051908152602
160405180910390£35b3415608d576 80£d5b607160043560c2565b34

sessssnsees

CANCEL SEND TRANSACTION

Rysunek 12.14. Tworzenie kontraktu za pomocg przegladarki Mist

LATEST TRANSACTIONS
Dec Created contract
2 minutes ago -0.00 ETHER
9 . Main account {Etherbase) - [ Created contract at . simple Contract fbcd
Dec Created contract
-0.00 ETHER
7 . Main account (Etherbase) — [T Created contract at . eth [admin page)
Dec Transfer between accounts
7 -200.00 ETHER

. Main account (Etherbase) + 8 Account 2

Rysunek 12.15. Lista transakeji po utworzeniu kontraktu w przegladarce Mist



READ FROM CONTRACT

Currvalue

T

WRITE TO CONTRACT

Select function

Addition v

Pick A Function
Division

Difference

Execute from

@ # Main Account (Etherbase) - 3,726.2¢

Send ETHER

Rysunek 12.16. Interakcje z kontraktem za pomoca opcji odczytu i zapisu w przegladarce Mist

Execute contract

0.00 etHer
—»
0X543209B7

0Oxcf61...c58f 0x0df0...763e

You are about to execute a function on a contract. This might
involve transfer of value.

Estimated fee consumption 0.00075058 ether (41,699 gas)
Provide maximum fee 0.00255058 ether (141,699 gas)
Gas price 0.018 ether per million gas
RAW DATA TRY TO DECODE DATA
0x543209b7 0000000000000000000000000000 0000

00000000C

CANCEL SEND TRANSACTION

Rysunek 12.17. Wykonywanie kontraktu w przegladarce Mist



> EthereumExplorer@@.1.8 start /Users/drequinox/explorer
> http-server ./app -a localhost -p 8888 -c-1

Starting u rver, servi fapp rt: BBAA
Hit CTRL-C to stop the server

Rysunek 12.18. Serwer HTTP eksploratora Ethereum

€ @/ localhost:8000/#/block

Block View information about an Ethereum Block

0x6162c67e07{ec9347cbb98 38! 23d5fbe0a5a5572977933b
Summary

Block Number 661

Received Time 1481094979

Difficulty 179724

Nonce 0x301cef8bdc816721

Rysunek 12.19. Eksplorator blokéw

Allow Access to Geth and Refresh the Page

geth --rpc --rpccorsdomain “http://192.168.8.17:9988"

Rysunek 12.20. Komunikat o btedzie



Rozdziat 13. Narzedzia i platformy
programistyczne

o B O & %

~ browser
‘example1.sol
Untitled1.sol
Untitled.sol
ballot.sol

» * Compile Run Settings Debugger Analysis Support

Environment JavaScript VM

Account Oxca3...a733c (99.999999999999789
Gas limit 3000000

Gas Price 0

Value 0

browser/examplet.sol:SimpleContra §

At Address

Create

0pending transactions

« X browser/examplel.sol *
ContractDefinition SimpleContract2 ™ 0 reference(s)
1 pragma solidity A0.4.0;
2 contract SimpleContract2
3
4 uint z;
5 function additionCuint x) public returns Cuint y)
6~
7 z=x45;
8 y-z;
9 1}
10 function difference(uint x) public returns (uint y)
1- {
12 z=x-5;
13 y-z;
14
15 function division(uint x) public returns (uint y)
16~
17 2=x/5;
18 y-z;
19 }
20
21 function currValue() constant public returns Cuint)
22- {
23 return z;
24}
75 }

Rysunek 13.5. Srodowisko IDE Remix

-
8 vy
9
10 function difference(uint x) public returns (uint y)
21 function currValue() constant public returns (uint)
2- 1
23 return z;
24 }
25 }
@ [2]onlyremixtransactions, script  ~ Listen on network ¥
‘ value B0 wel
call to 1:5i
[call] from: - , to:browser/examplel.sol:SimpleContract2.currValue(), d [Details| Debug

ata:2d9c8...c8bcb, return:

{
"uint256: 25"
¥
fzom L
+ 2 D
° 71edn27b27at912atc

‘transaction cost

I 21666 gas (Cost enly applies when called by a contract)

execution cost

W 394 gas (Cost only applies when called by a comtract)

input

B 2d9csbeh

decoded input

LK

decoded output

€
0": “uint256: 25"

¥

logs

LLNS)

Rysunek 13.6.

Debugowanie w $rodowisku IDE Remix

= Transaction

from: ®

to: Oxdcb?

hash: 0x0c51256

1688967

~ Instructions

134 POP
135 POP

136 PUSH1 40
138 MLOAD

139 DUP1

140 SWAP2
141SUB

142 SWAP1

143 RETURN
144 JUMPDEST
145 CALLVALUE
146 ISZERO

147 PUSH2 009b

Solidity Locals
<1>: 64 uint256 P

Solidity State
2: 25 uint256 @

Step detail
v trace step: 50 ®
execution step: 50

add memory:

gas:3

remaining gas: 2978349

foaded address: Oxdob77b8661e07451e8{89871edb27b27afdf2afc



v Instructions
134 POP
135 POP
136 PUSH1 40
138 MLOAD
139 DUP1
140 SWAP2
141 SUB
142 SWAP1
143 RETURN
144 JUMPDEST
145 CALLVALUE
146 ISZERO
147 PUSH2 009b

v Solidity Locals
<1>: 64 uint256

v Solidity State
z: 25 uint256

v Step detail

vm trace step: 50
execution step: 50

add memory:

gas: 3

remaining gas: 2978349

loaded address: Oxdcb77b866fe07451e8f89871edb27b27af9f2afc

Rysunek 13.7. Debuger w $rodowisku Remix

&) AccounTs

CURRENT BLOCK
0

GAS LIMIT NETWORKID RPC S

MNEMONIC

IcE R
0000000 6721975 5777 HTTP://127.0.0.1:7545

MINING STATUS ~

AUTOMINING

candy maple cake sugar pudding cream honey rich smooth crumble sweet treat

ADDRESS
0x627306090abaB3A6e1400e9345bC60c78a8BEf57

ADDRESS
0xf17f52151EbEF6C7334FADO8OC5704D77216b732

ADDRESS

0xC5fdf4076b8F3A5357c5E395ab970B5B54098Fef

ADDRESS
0x821aEa%9a577a%b44299B9¢c15c88cf3087F3b5544

ADDRESS
0x0d1d4e623D10F9FBA5Db95830F7d3839406C6AF2

Rysunek 13.9. Ganache — osobisty faricuch blokéw Ethereum

BALANCE
100.00 ETH

BALANCE
100.00 ETH

BALANCE
100.00 ETH

BALANCE
100.00 ETH

BALANCE
100.00 ETH

HD PATH
m/44'/60' /0" /0/account_index

TX COUNT INDEX
8 0 &

1])( COUNT I]?:lDE)( @7;
BX COUNT gﬂDEX (B—_?J
TX COUNT I:V;DE)( (j
g( COUNT I:IJE)( dﬁ



Main
’ Network ™

METAMASK

Encrypt your new DEN §

CREATE

Import Existing DEN
Rysunek 13.10. MetaMask

Main Ethereum Network
Ropsten Test Network

Kovan Test Network

B Rinkeby Test Network

© Localhost 8545

© Custom RPC

Rysunek 13.11. Sieci Ethereum widoczne w interfejsie uzytkownika narzedzia MetaMask



Privats
& o Uik~ 0y

Account 2 sss
OxB7c72...
83999 T E2 E3
50450.36 USD
SENT TOKENS
’ 2 March 17 2018 07:59 B 50 e
0x50f886B6...92b1
‘ . March 17 2018 07:58 B 10em
0x50f886B6...92b1
’ 0 March 17 2018 07:58 100 ETH

0x50f886B6...92b1

Rysunek 13.12. Konta i podglad transakcji w narzedziu MetaMask



Patent.sol — ethereum
EXPLORER = Patent.sol ®

OPEN EDITORS 1 UNSAVED pragma solidity ~0.4.0;
contract PatentIdea {
( => ) private hashes;
alreadyStored;
» node_modules event IdeaHashed( );

® = Patent.sol
ETHEREUM

= Patent.sol

Rysunek

(V= I s R R R WY P

18
11
12
13
14
15
16
17
18
19
28

function saveHash( ) private {
hashes [ 1= H
]
function SaveIdeahash( idea) public returns ( 1
var hashedIdea = (idea);
if ( ( (idea))) {
alreadyStored=
UM
retur ashed
Save ash

(hashedIdea);
( )3

ction alreadyHashed( ) constant private returns( ) {
return hashes[ 1;

}

function isAlreadyHashed( idea) co ant public returns (

- hashedIdea = (idea);
(hashedIdea);

idea) pure private returns (

Ln14,Col13 Spaces:2 UTF-8 LF Solidity

13.14. Edytor Visual Studio Code

pragma solidity ~8.4.8; /f Okresla wersje kompilatora.
[®

4

To prosty kontrakt do sprawdzania wartosci. Sprawdza
podang wartosc 1 zwraca wartosc logiczng na podstawie
przetworzenia wyraZzenia warunkowego.
s
import "dev.oraclize.it/api.sol";
- contract valuechecker {
uint price=18;
ffJlest to deklaracja zmiennej price inicjowanej wartoscig 10.
event wvalueEvent(bool returnValue)
function Matcher (uwint8 =) returns (bool)
s {
if ( ®x »= price )
< {
valueEvent (true);
return true;

Rysunek 13.16. Przykladowy program w jezyku Solidity widoczny w $Srodowisku IDE Remix

[




Rozdziat 14. Wprowadzenie do Web3

Rysunek 14.1. Uzywanie biblioteki Web3 za pomoca klienta geth

; Egggr:zciot;f::gh:gl;:;o ’ & Start to compile Auto compile
3-4

4 uint price=10;

5 event valueEvent(bool returnValue); valueChecker o Details Publish on Swarm
6 function Matcher (uint8 x) public returns (bool)

7-{

8~ if (x>=price){valueEvent(true); valueChecker

9 return true;

10

1 1

Rysunek 14.2. Kod w srodowisku Remix



WEB3DEPLOY [ @

Copy value to clipboard
var valuecheckerContract = web3.eth.contract([{"constant":false,"inpu

ts":[{"name":"x","type":"uint8"}], "name":"Matcher", "outputs":[{"name"

:"","type":"boocl"} ], "payable":false, "stateMutability": "nonpayable","t
ype":"function"}, {"anonymous":false, "inputs":[{"indexed" :false, "name"
:"returnvalue", "type":"bool"} ], "name": "valueEvent","type":"event"}]);
var valuechecker = valuecheckerContract.new(
{
from: web3.eth.accounts[0],
data: '0x6060604052600a600055341561001457600080£fd5b6101038061002
36000396000£300606060405260043610603£576000357c0100000000000000000000
000000000000000000000000000000000000900463f£ffffff168063£9d55e2114604
4575b600080£d5b3415604e57600080£d5b6065600480803560££1690602001909190
5050607£565b604051808215151515815260200191505060405180910390£35b60008
0548260££1610151560d1577£3ebla229££7995457774a4bd31ef7b13b6f4491adleb
b8961af£120b8b4b6239c6001604051808215151515815260200191505060405180910
390a16001905060d2565b5b9190505600a165627a7a723058205b1d9d0£31b39806b7
782£db9360af93d5b5f66a36£6f4023eelaaldcal2782b70029",
gas: '4700000'
}, function (e, contract)({
console.log(e, contract);
if (typeof contract.address !== 'undefined') {

console.log( 'Contract mined! address: + contract.address +

transactionHash:
}
H

+ contract.transactionHash);

Rysunek 14.3. Skrypt instalacyjny biblioteki Web3



[> valuechecker.

valuechecker.Matcher valuechecker.abi valuechecker.allEvents valuechecker.transactionHash
valuechecker._eth valuechecker.address valuechecker.constructor valuechecker.valueEvent

[> valuechecker.abi
[{
constant: false,
inputs: [{
name: "x",
type: "uint8"
1,
name: "Matcher",
outputs: [{
name: ""
type: "bool"
1,
payable: false,
stateMutability: "nonpayable",
type: "function"
oA
anonymous: false,
inputs: [{
indexed: false,
name: "returnValue",
type: "bool"
1
name: "valueEvent",
type: "event"
}1
[> valuechecker.address
"Oihdéé3c51361550b6d7ed55446888271dcd5092bc”
>

Rysunek 14.5. Atrybuty kontraktu valuechecker

L ® [% SimpleContract Interactor X

&= C' ® localhost:7777 Yo i

callTrue  callFalse

(x ﬂ Elements Console Sources Network Performance Memory Application Security Audits A1 i X

© | top ¥ | Filter Default levels ¥ E o
'"@xd9d0234974cbeb164366399c9378a782bf7f4dd2“, abi: Array(2), Matcher: f, .}
return value: true app.js:54
return value: false app.js:61
return value: true app.js:54
return value: false app.js:61
return value: true app.js:54
return value: false app.js:61
return value: true app.js:54

Rysunek 14.7. Interakcja z kontraktem



ece Ganache:

ACCOUNTS & KEYS CHAIN ADVANCED N CANCEL O RESTART

SERVER

HOSTNAME

The server will accept RPC connections on the following host and
‘127,0.0,ﬂ ‘ port.

PORT NUMBER

‘ 7545 ‘

NETWORK ID

‘5777 ‘ Internal blockchain identifier of Ganache server.

AUTOMINE

Process transac s instantaneously.

Rysunek 14.8. Ustawienia narzedzia Ganache

RANSACTIONS

CURRENT BLOCK
11

0.0.1:7545

TXHASH

0xd5050afb739a27fba97e027707af14e6e07077227a11a1035d352647a3f644aa
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0x627306090abab3a6e1400e9345bC60C78aBbef57 x2c2b9cga4a25e24b174f26114e8926a972128f et 26981 [}

X HASH

0xc9f8e7eb12b2cd3d33d73c8ed5858157ebeb7181ea262b19677a081e5e014cel
FROM ADDRESS CREATED CONTRACT ADDRESS GAS USED VALUE
9x627306090abab3a6e1400e9345bc60c78aBbef57 0x2a588d3737b611bafd7bd713445b314bd453a5¢c8 332608 L)
XA ITRACT CREATION
0x4d1f4c386d0b213c154ce5587aa6f625b1c70ff374f4ca0053a82db1074e8765
FROM ADDRESS CREATED CONTRACT ADDRESS GAS USED VALUE
0x627306090abab3a6e1400e9345bC60CT8aBbE 5T 0xfbBBde99e13c3ed21fB0a7ale49fBcaecf10df6 99662 [}
TXHASH

0x9b51548f5a7d75a8fc920e3e5e4ec66792ba31fde06bd176901f0e6347af2dba
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0%627306090abab3a6e1408e9345bc60C78aBbef57 0x2c2b9cTaka25e24b174F26114e8926a9F2128f el 41981 [
T CONTRACT CREATTON
0x54ac3fff035594cb4f3244cab115fd206e9bce@abel9bs964e67fb792e4c4991

FROM ADDRESS CREATED CONTRACT ADDRESS GAS USED VALUE
0%627306090abab3abe1400e9345bc60c78aBbef57 0x2c2b9cTaka25e24b174F26114e892629F2128 el 269667 ]

Rysunek 14.10. Transakcje wyswietlone w Ganache



/;\
(é) ACCOUNTS

CURRENT BLOCK GASPRICE GAS LT NETWORKID RS e MINING
1 20000000000 6721975 5771 HTTP://127.0.0.1:7545 AUTOM

MNEMONIC HD PATH

candy maple cake sugar pudding cream honey rich smooth crumble sweet treat m/44" /60" /0" /0/account_index
ADDRESS BALANCE TX COUNT INDEX J
0x627306090abaB3A6e1400e9345bC60c78a8BEF57  99.84 ETH 11 0

ADDRESS BALANCE TXCOUNT ~ INDEX &
0xf17f52151EbEF6C7334FADO8OCc5704D77216b732 100.00 ETH 0 1
ADDRESS BALANCE TXCOUNT  INDEX &
0xC5fdf4076b8F3A5357c5E395ab970B5B54098Fef  100.00 ETH 0 2
ADDRESS BALANCE TXCOUNT  INDEX &
0x821aEa%9a577a9b44299B9c15c88cf3087F3b5544 100.00 ETH 0 3
ADDRESS BALANCE TXCOUNT  INDEX &
0x0d1d4e623D10F9FBASDb95830F7d3839406C6AF2  100.00 ETH 0 4

Rysunek 14.11. Wyswietlanie kont w Ganache

> truffle-init-webpack@@.0.2 dev /Users/drequinox/dappl
> webpack-dev-server

Project is running at http://localhost:8080/
webpack output is served from /

Hash: 157d6514272al12586aba

Version: webpack 2.7.0

Time: 6702ms

Asset Size Chunks Chunk Names
app.js 1.65 MB @ [emitted] [bigl] main
index.html 925 bytes [emitted]

chunk {0} app.js (main) 1.63 MB [entry] [rendered]
[71]1 ./app/javascripts/app.js 3.64 kB {8} [built]
[72]1 (webpack)-dev-server/client?http://localhost:8088 7.95 kB {8} [built]
[73]1 ./build/contracts/MetaCoin.json 23.8 kB {8} [built]
[111] ./~/loglevel/lib/loglevel.js 7.86 kB {6} [built]
[117]1 ./~/querystring-es3/index.js 127 bytes {8} [built]
[119]1 ./~/strip-ansi/index.js 161 bytes {8} [built]
[122] ./app/stylesheets/app.css 905 bytes {8} [built]
[163]1 ./~/truffle-contract/index.js 2.64 kB {8} [built]
[197]1 ./~/url/url.js 23.3 kB {8} [built]
[199]1 ./~/web3/index.js 193 bytes {0} [built]
[233] (webpack)-dev-server/client/overlay.js 3.73 kB {8} [built]
[234] (webpack)-dev-server/client/socket.js 1.05 kB {8} [built]
[235] (webpack)/hot nonrecursive A\.\/log$ 160 bytes {8} [built]
[236]1 (webpack)/hot/emitter.js 77 bytes {8} [built]
[237] multi (webpack)-dev-server/client?http://localhost:808@ ./app/javascripts/app.js 40 bytes {6} [built]
+ 223 hidden modules
gebpack: Compiled successfully.

Rysunek 14.12. Uruchamianie pakietu Webpack



MetaCoin

8680 META

Send MetaCoin

Amount: 55
To Address:  0xf17f52151EbEF6C7334FAD080c5704D77216b732

Send MetaCoin

Rysunek 14.13. Fronton przykladowej aplikacji MetaCoin

@ TRANSACTIONS

AS LIWT NETWORK ID RPC SER

CURRENT BLOCK GAS PRICE [ VER MINING STATUS (
42 20000000000 6721975 s§777 HTTP://127.0.0.1:7545 AUTOMINING

TX HASH
0xb24064b090e15ec13949252ch24ce2a4e7f73ffbeed2405f9cce89020301530¢C
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
©x627306090abab3abe1400e9345bc60c78a8bef57 0xf25186b5081f f5ce73482ad761dboeb0d25abfbf 35960 0
DA CONTRACT CALL
0x5dfocff3c7a13c9f75b00d74b49c0207e19da0c97e1c2082444395F5892ac37 -
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0x627306090abab3abe1400e9345bc60c78a8bef57 0xf25186b5081ff5ce73482ad761dbeb@d25abfbf 35960 0
TXHASH CONTRACT CALL
0xc3a646e853c72433a60585c51fde547ef3bf9d728f5403962fc2e23e12e660c8 -
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0x627306090abab3abe1400e9345bc60c78a8bef57 0xf25186b5081f f5ce73482ad761dbBeb@d25abfbf 35960 [}

Rysunek 14.14. Szczeg6towe informacje o transakcjach w Ganache

Rysunek 14.15. Konsola platformy Truffle



MINING STATUS

NETWORK 1D RPC SERVER [
5777 HTTP://127.0.0.1:7545 AUTOMINING

£
20000000000 6721

<ok TX @xc75acb0c98f75d023f8b18329b13588¢24015496507b8cc5d85fb68b77753dc6

SENDER ADDRESS (CREATED CONTRACT ADDRESS
0x627306090abab3a6e1400e9345bc60c78a8bef57 0xf25186b5081ff5ce73482ad761db0eb0d25abfbf

VALUE GAS USED GAS PRICE GASLIMIT MINED IN BLOCK
0.00 ETH 332608 100000000000 6721975 4

TX DATA

0x6060604052341561000f57600080fd5b612710600080327 3 fffffffffffffffffffffffffffffffffffffffle73ffffffffffffffffffffffffffffffffffffffff16815
2602001908152602001600026819655506103¢c5806100636000396000300606060405260043610610057576000357c011
00000000000000900463ffffffff1680637bd703e81461005c57806390b98a11146100a9578063f8b2cb4f14610103575b600080Fd5b341561006757600080fd5b610093600
480803573 Ffffffffffffffffffffffffffffffffffffffff16906020019091905050610150565b6040518082815260200191505060405180910390f35b34156100b4576000
80fd5b6100e9600480803573fFfffffffffffffffffffffffffffffffffffffff169060200190919080359060200190919050506101f8565b604051808215151515815260200
1915605060405180910390f35b341561010e57600080fd5b61013a60048080357 3 ffffffffffffffffffffffffffffffffffffffff16906020019091905050610351565b6040
518082815260200191505060405180910390f35b600073345ca3eB14aaf5dca488057592ee47305d9b3e106396e4ee3d61017584610351565b6002600060405160200152604
0518363 Ffffffff167cOl 2815260646180838152602001828152602001925650506020604051808303
8186803b15156101d657600080fd5b6102c65a03f415156101e757600080fd5b505050604051805190509050919050565b6000816000803373FF FFfffffffffffffffffffff
L6y i frffffffffffffffffffffffffl68152602001908152602001600020541015610249576000905061034b5650816000803373fFFfff
L7 rrfffffffrrffffffffffffffffffffffff1681526020019681526020016000206000828254039250508190555081600
0808573 Ff ffffffffffffffffffffffffffffffffffffffl673ffffffffffffffffffffffffffffffffffffffff1681526020019681526020016000206000828254019250560
819055508273 F Fffffffffffffffffffffffffffffffffffffff163373ffffffffffffffffffffffffffffffffffffffffl167fddf252adlbe2c89b69c2b068fc378daad52ba
7f163c4a11628f55a4df523b3ef846040518082815260200191505060405180910390a3600190505b92915050565b60008060008373Ffffffffffffffffffffffffffffffff
fEffffffl673ffffffffffffffffffffffffffffffffffffffff1681526020019081526020016000205490509190505600a165627a7a72305820756648b7e23b9d4aedef3ch
362dadb0cf8e91b681327935844a143b9b33b81060029

Rysunek 14.17. Transakcja tworzaca kontrakt pokazana w Ganache

truffle(development)> Addition.at(Addition.address).addx(100,100)
{ tx: '6xd58f346b76c1d878b67e7318bd4f2f4achb3418d4632efafa35bf939f0181cac’,
receipt:
{ transactionHash: '@xd58f346b76c1d878b67e7318bd4f2f4ach53418d4632efafa3sbf939f@181cac’,
transactionIndex: 9,
blockHash: '0x9215c@d4f7e5f2861b68bc8d097e017c65751dbaf4fe73c1ab729f97ac4315de!,
blockNumber: 41,
gasUsed: 27131,
cumulativeGasUsed: 27131,
contractAddress: null,
logs: [1,
status: 1 },
logs: [1 }
truffle(development)> Addition.at(Addition.address).retrievex()
{ [String: '200'1 s: 1, e: 2, c: [ 200 1}
truffle(development)> [

Rysunek 14.18. Konsola platformy Truffle — interakcja z kontraktem

© & 0 & % € Y pbrowser/Untitledsol  browser/patent.sol * L Compile | Run  Settings Debugger Analysis Support
e ContractDefinition Patentidea
o 1 pragma solidity 0.4.0;

Wi sl 2 contract PatentIdea Environment Web3 Provider s

patent.sol 3-{
4 mapping (bytes32 => bool) private hashes; Account 0x627...bef57 (100 ether) B
5 bool alreadyStored; -
6 event ideahashed(bool); Gaslimit 3000000 E
7 function saveHash(bytes32 hash) private .
8- f Gas Price 0 ®
9 hashes[hash] = true;
0t Value o
11 function SaveIdeaHash(string idea) public returns (bool)
12~ §
13 var hashedIdea = HashtheIldea(idea); b ol:P: 1d .
14 if (alreadyHashed(HashtheIdea(idea))) T =
15~ §
16 alreadyStored=true; At Address
17 1ideahashed(false);

©  [2lonlyremixtransactions,script Uistenon o
only remix transactions, script ]
0 pending transactions
0 contract Instances

Rysunek 14.19. Tworzenie kontraktu za pomocg przegladarki dla jezyka Solidity



- browser/patent.sol:Patentldea at Ox8cd...644¢0 (blockchain)

 isAlreadyHashed  string idea | 0: bool: false

| SaveldeaHash  string idea |

Rysunek 14.20. Udostepnianie dwdch metod

- browser/patent.sol:Patentldea at 0x8cd...644c0 (blockchain)

| isAlreadyHashed string idea ‘ 0: bool: false

 saveldeaHash  "This is my Idea" ‘

Rysunek 14.21. Wywotanie funkgji SaveldeaHash

Rysunek 14.22. Dzienniki



call to browser/patent.sol:Patentldea.isAlreadyHashed

[call] from: - ,

‘patent.sol:PatentIdea.isAl

(StT  Details

Debug

ing), data:a8793...00000, return: isAlreadyHashed  *This is my Idea® 0: bool: true
{
N "%+ "bools true® SaveldeaHash  "This is my Idea"
£rom -
- [} string)
58bc1329260a64926986 4460
o
snput.
B
decoded input "string idea®: "This is my 1dea®
b
1
decoded output "0": “bool: true®
)
= (XY
status 1
Eecs) L 0 pending transactions
o - 8
o13a5200a6d292698644c0
a8 I 30752 gas
transaction cost 1 30752 gas - atOxBed...
nash L)
S IsAleadyHashed  *This is my Ides® 0: boo: true
input.
SaveldeaHash  “This is my Idea”
B
decoded input *string idea’s "This is my Idea®
»
decoded output -
BB
«
“topic" L4gc7ad51
65abd90b708£3009265" ,
“event': “ideahashed”,
1098 gt
azga®s [
“false”
1
»
1
value 0 wei

Rysunek 14.24. Wykonywanie funkcji SaveldeaHash

@ TRANSACTIONS

GAS LIMIT NETWORK ID R MINING STATUS

CURRENT BLOCK GAS PRICE
7 20000000000 6721975 5777 7.0.0.1:7545 AUTOMINING

TXHASH
0x136e0b206d6a0e03a3908fcaf®16059df1821db14fa0493f5cfb87a861c1244cf
FROM ADDRESS TO CONTRACT ADDRESS

0x627306090abab3abel1400e9345bc60c78asdbef57 0x8cdaf@cd259887258bc13a92c0a6da92698644c6

TXHASH
0xd6c1c2f5640e8891350d2281e4b08c9784e8a9219chc31c6573d03fa701a3ces
FROM ADDRESS TO CONTRACT ADDRESS

0x627306090abab3a6e1400e9345bc60c78a8bef57 0x8cdafOcd259887258bc13a92c0a6da92698644c0

TXHASH
0xe4c998dd6437f5e8c419d56dae5283a78c477bb66d190f07fdc75balc61llee72
FROM ADDRESS TO CONTRACT ADDRESS

0x627306090abab3abe1400e9345bc60c78a8bef57 0x8cdafocd259887258bc13a92c0a6da92698644c0O

TKHASH
0x3916580084289ba65b2ae78fb6b29ac0e15207235991105924ealc5b4e378939
FROM ADDRESS TO CONTRACT ADDRESS

0x627306090abab3a6e1400e9345bc60c78a8bef57 0x8cdafOcd259887258bc13a92¢c0a6da92698644c0

TXHASH
0x31b92461cde43be4a2598a672¢58913c781ad5be8ab8166a808ceafd750e4646
FROM ADDRESS TO CONTRACT ADDRESS

0x627306090abab3a6e1400e9345bc60c78a8bef57 0x8cdafocd259887258bc13a92c0a6da92698644c0

GAS USED
30792

GAS USED
30792

GAS USED
30792

GAS USED
30792

GAS USED
45792

CONTRACT CALL

VALUE
]

CONTRACT CALL

VALUE
0

CONTRACT CALL

VALUE
]

CONTRACT CALL

VALUE
]

CONTRACT CALL

VALUE
]

Rysunek 14.25. Narzedzie Ganache wyswietla wszystkie transakcje wywotane za pomocg $rodowiska IDE Remix



truffle(development)> PatentIdea.deployed().then(function(instance){app = instance})
undefined

truffle(development)> app.SaveldeaHash("hellol")

{ tx: '0x597fffed0f859877676b158077c402bB9a®balcd213c1ba28298e72alf48af80",

receipt:
{ blockHash: '@xaf21334ea79cc7f507eca9e6c931043253fd371d98710d3593ef3e270e4c77d6",
blockNumber: 4846,

contractAddress: null,

cumulativeGasUsed: 45634,

from: 'Oxcf6ld213faa%9acadbf@dl10e1397caf20445c58f",

gasUsed: 45634,

logs: [ [Object] 1,

logsBloom: '©x000000000000000000000000000000000000000000000000000000000000BVVCRVV00000B00BB00
0000000000000000000000000000000000V000R0B000VR0BVVV0400000000000000000000000000000000000000000000
0006000000000V VRVBVOVVOBEVVVVRVBO0VVREEL00000200000000000000000000000000000VB000VBB0000

root: 'Oxc9b84sede2ab53eefabe933d697068230565e16570bffeb3ad21fe71cbeeb2454b!

to: '0x0694d9db791803c83e10175163d8a58df76a2a84"

transactionHash: '@x597fffed@f859877676b158077c402bB%albalcd213c1ba28298e72al1f48af80"

transactionIndex: @ },
logs:
[ { address: '0x0694d9db791803c83e10175163d8a58df76a2a84"',
blockNumber: 4046,

transactionHash: 'Ox597fffed0f859877676b158077c402b09adbalcd213clba28298e72a1f48af80",
transactionIndex: 0,

blockHash: '@xaf21334ea79cc7f507ecafe6c937043253fd371d98770d3593ef3e2708e4c77d6",
logIndex:

removed: false,

event: 'ideahashed',

args: [Object] } 1 }

Rysunek 14.26. Wywotywanie metod dodanego kontraktu w konsoli platformy Truffle

Rysunek 14.28. Instalowanie systemu IPFS

Rozdziat 15. Hyperledger



Interfejsy APl i CLI oraz pakiety SDK w projekcie Hyperledger

L| Ttozsamos¢ || POLITYKA || tANCUCHBLOKOW ||  TRANsAkcsE ||  INTELIGENTNE
1 n I N n KONTRAKTY
Ustugi dotyczace Ustugi dotyczace Ustugi dotyczace Ustugi dotyczace
tozsamosci polityk tanicuchéw blokéw inteligentnych
kontraktow
Tozsamos¢ Konfiguracja Me'ned i'er Rozproszony Bezpieczny kontener
rejestrow osiagania rejestr
konsensusu
Kontrola dostepu
Tozsamosé
) . Magazyn
zasobéw ProtokotP2p danych rejestru
Prywatn: Cykl zycia
Strumien zdarzen |
T L T L T L

Ustugi w projekcie Hyperledger

Rysunek 15.1. Architektura wzorcowa. Zrodto: dokument na temat projektu Hyperledger

Akcoptowanie

Porzadkowania

Zatwierdzanie

Rysunek 15.6. Proces osiggania konsensusu

MSP » Dodaje uzytkownikéw i aplikacje

Aplikacja + Przesyta propozycje

akceptujacy

Wezet « Symuluje transakcje i przesyta odpowiedz |

Aplikacja « Przesyta transakcje do weztéw porzadkujacych

Wezet « Sortuje transakcje, tworzy bloki i przesyta je do wezta zatwierdzajacego |
porzadkujacy

Wezet - Sprawdza poprawnos¢ transakgji i aktualizuje rejestr |
zatwierdzajacy

il

Rysunek 15.7. Cykl zycia transakgji



1. Proponuje transakcje Weze.’f
akceptujacy
Aplikacja Fabric . et transakei 2. Symuluje
P [—p . Zwraca zaakceptowana transakcje -
lub klient SDK < wykonanie transakgji
Uruchamia kontrakt
<1 - — chaincode
— 9. Zwraca powiadomienie - >
4. Przesytanie transakcji Weze{ R
Rejestracja porzadkujacy e
J
Wezet e
5. Porzadkuje 6. Rozsyta zatwierdzajqcy 8.Zatwierdza s
Dostawca ustu et t
. 9 w bloku 7.Sprawdza
zarzadzania cztonkostwem poprawnoé¢ transakdji r
e

Rysunek 15.8. Architektura procesu obstugi transakgji

drequinox@drequinox-0P7010:~/projectS git clone https://github.com/IntellLedger/sawtooth-core.git

Cloning into 'sawtooth-core'...
remote: Counting objects:
remote: Compressing objects:

12527, done.

100% (964/964), done.

remote: Total 12527 (delta 452), reused ® (delta @), pack-reused 11515
Receiving objects: 100% (12527/12527), 9.26 MiB | 1.76 MiB/s, done.
Resolving deltas: 100% (8131/8131), done.

Checking connectivit

Rysunek 15.11. Klonowanie projektu Sawtooth z serwisu GitHub

0P7010

3 S vagrant up
vagrant user.

buntu/xenialé4

UAGRANT:FDRHARD PORTS

[VAGRANT_MEMORY =
[VAGRANT_CPUS 2
Proxyconf plugin
Install: vagrant
Bringing machine
==> default: Box
default: Box
default: Box
=> default:
default:
=> default:
default:

X
default:

Rysunek 15.12.

ubuntu@ubuntu-xenial:

writing file: /home/ubuntu/sawtooth/keys/ba
writing file: /home/ubuntu/sawtooth/keys/base000.addr

true
2048

not found

plugin install vagrant-proxyconf

'default' up with 'virtualbox' provider...

'ubuntu/xenialé4’ could not be found. Attempting to find and install...
pProvider: virtualbox

Version (]

Loading metadata for box 'ubuntu/xenial64
URL:
Adding box 'ubuntu/xenialé4
Downloading: https://atlas.hashicorp.comfubuntu/boxes/xenial6é4/versions/20161221.0.08/providers/virtualbox.bo

https://atlas.hashicorp.com/ubuntu/xenialé4
(v20161221.0.0) for provider: virtualbox

Progress: 1% (Rate: 1789k/s, Estimated time remaining: @:04:04)f

Wykonywanie polecenia vagrant up

/project/sawtooth-core/docs/source/tutorial/genesis

S
sefBs.wif

Rysunek 15.13.

Generowanie bloku poczatkowego i kluczy



nfig fhome ubuntu/

‘ledger . transaction.intege

.dbm with f1

gubuntu $ ./bin/mktclient --name market --keyfile validator/keys/mkt.wif
/ /UNKNOWN> help

Documented commands (type help <topic>):
exit liability selloffer tokenstore

account echo help map ion waltforcommit
asset exchange holding offers sleep
assettype exchangeoffer holdings participant state

scellaneous 1p topics:
symbols names
J/UNKNOWN> participant reg --name market --description "the market"”

transaction ff652e63dadeaf32 submitted
/imarket>

Rysunek 15.15. Klient market utworzony na potrzeby rodziny transakcji MarketPlace

AMQP 1.0 z uzyciem TLS

Rysunek 15.17. Dwa wezty komunikujace sie w sieci Corda

Rozdziat 16. Inne tancuchy blokow



Rysunek 16.2. Srodowisko REPL jezyka Pact; widoczne s tu przyktadowe polecenia i komunikat o btedzie

1

2~ (begin-tx) 'testTransaction

3

4 env-data "keyset™: {"keys"™: ["admin"], "pred”: “"keys-any"]
5

B define-keyset 'admin-keyset (read-keyset "keyset"))
7

8 env-keys ["admin"])

9

18 module additionModule 'admin-keyset

11

12 defun addition (x v z) (+ x (+ v z))))

13

14 commit-tx)

15

16 use 'additionModule)

17

18 format "Wynik: {}" [(addition 188 288 388)]1)

Rysunek 16.3. Przyktadowy kod w jezyku Pact

wn

wn

"testTransaction™

"Setting transaction data"

"Keyset defined”

"Setting transaction keys"

"Loaded module \"additionModule\"™, hash
\"0B8al0deT7383896b8EBeT28TedB69bb0f405c8d7e7371404916c41330addbf3bableccec3fad2bd3f
T42e25beb60cd9022fef411a039c5fd1107266e69f4ecchbZeT\""

"

"

"Using \"additionModulei™"
"Wynik: &00"

Rysunek 16.4. Dane wyjsciowe kodu



Etap
zbierania
transakgji

Etap Etap
zamykania osiggania
rejestru konsensusu

Rysunek 16.5. Etapy protokotu osiggania konsensusu w systemie Ripple

Rozdziat 17. tancuch blokow — poza swiat
walut
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Rysunek 17.1. Typowa siec internetu rzeczy (zrodto: 1BM)




%

& &
D

Rysunek 17.4. Model bezposredniej komunikacji opartej na fancuchu blokéw (zrédtfo: IBM)

RiZ
D: ZABCR-RPINZ
20353-AP132

Rysunek 17.5. Raspberry Pi Model B



pi@raspbemypi: ~

B -linux 7- 5 2 ./geth init genesis.json

15.714795 cmd/utils/flags.go:612] WARNING: No etherbase set and no accounts found as default

15.715283 ethdb/database.go:83] Allotted 128MB cache and 1024 file handles to /home/pi/.ethereum/geth/chaindata

15.794383 ethdb/database.go:176] closed db:/home/pi/.ethereum/geth/chaindata

15.794723 ethdb/database.go:83] Allotted 128MB cache and 1024 file handles to /home/pi/.ethereum/geth/chaindata

15.923300 core/genesis.go:93] Genesis block already in chain. Writing canonical number

15.923895 cmd/geth/chaincmd.go:131] successfully wrote genesis block and/or chain rule set: f2b2ffedo1907a845a01d1dea2les5a
ecf21eBe68b5ec9ffccb8zdf

Rysunek 17.8. Konfigurowanie weztéw statycznych

Rysunek 17.9. Instrukcja nodelnfo w kliencie Geth

requino -S geth --datadir .ethereum/privatenet/ --networkid 786 --maxpeers 5 --rpc --rp
b3,eth,debug,personal,net --rpcport 9601 --rpccorsdomain "*" --port 30301 --identity "drequinox

10110 23:26:46.032878 ethdb/database.go:83] Allotted 128MB cache and 1024 file handles to fhome/imran/
.ethereum/privatenet/geth/chaindata

10110 23:26:46.072986 ethdb/database.go:176] closed db:/home/imran/.ethereum/privatenet/geth/chaindata
19110 2 6.873243 node/node.go: ] instance: Geth/drequinox/v1.5.2-stable-c8695289/1inux/gol.7.3

10110 23:26:46.873258 ethdb/database.go:83] Allotted 128MB cache and 1024 file handles to /fhome/imran/
.ethereum/privatenet/geth/chaindata

18110 :126:46.082654 eth/backend.go:193] Protocol Versions: [63 62], Network Id: 786

10110 6:46.083188 corefblockchain.g 14] Last header: #7991 [999c534f.] TD=11652654509

10110 23:26:46.0883203 core/blockchain. 15] Last block: #7991 [999c534f.] TD=11652654509

10110 6:46.083210 core/blockchain.g 16] Fast blo #7991 [999c534f.] TD=11652654509

10110 2 6 .083929 p2p/server.go:336] Starting Server

10116 :26:48.239776 p2p/discover/udp.go:217] Listening, enode://44352ede5b9e792e437c1c0431c1578ce367
6a87e1T588434aff1299d36325c233c8d426fc57a25380481c8a36Tb3be2787375e932Fb4885885F6452T6efar7f ]:3030
1

19110 23 239893 p2p/server.go:604] Listening on [ 8301

19118 23 .240913 node/node.go:34€E Jhomefimran/.ethereum/privatenet/geth.ipc
19110 2 .241212 node/node.g 10] HTTP endpoint opened: http://localhost:9061

10110 23:42:58.206205 eth/backend.go:479] Automatic pregeneration of ethash DAG ON (ethash dir: /home/
imran/.ethash

10110 23:42:5

Rysunek 17.10. Uruchamianie klienta Geth w pierwszym wezle



aspberrypi: ./geth --networkid 786 --maxpeers 5 --rpc --rpcapi web3,eth,debug,personal,net --
-rpccorsdomain "*" --port 30302 --identity "raspberry”

16110 23:38:04.654374 cnd/utils/flags.go:612] WARNING: No etherbase set and no accounts found as default

10110 23:38:04.654776 ethdb/database.go:83] Allotted 128MB cache and 1624 file handles to /home/pi/.ethereum/geth/chaindata

10110 23:38:04.693111 ethdb/database.go:176] closed db:/home/pi/.ethereum/geth/chaindata

10110 23:38:04.696937 node/node.go:176] instance: Geth/raspberry/vi.5.6-stable-2a609af5/1inux/go1.7.4

16116 23:38:04.697042 ethdb/database.go:83] Allotted 128MB cache and 1624 file handles to /home/pi/.ethereum/geth/chaindata

10116 23:38:04.847835 eth/backend.go:191] Protocol Versions: [63 62], Network Id: 786

10110 eth/backend.go:219] Chain config: {ChainID: @ Homestead: <nil> DAO: <nil> DAOSupport: false EIP150: <nil> EIP1

P158:

10110 core/blockchain.g 708187563

10110 23:38:04.858174 core/blockchain.g s 08187563

10116 23:38:04.858349 core/blockchain.g s = 08187563

10116 23:38:04.866705 p2p/server.go:346] Starting Server

10110 23:38:16.223170 p2p/discover/udp.go:227] Listening, enode://98ba36ecea7ff011803d634dad5752abd25101F20a62F23427afc3F280017bc134

b195ac6eds9c3b01caza3f14638a52697a1bb1bf967fc84274@86.15.44.209:30302

10110 23:38:10.224031 p2p/server.go:608] Listening on [::]:38302

10110 23:38:10.233788 node/node.go:341] IPC endpoint opened: /home/pif.ethereum/geth.ipc

10116 23:38:16.237827 node/node.go:411] HTTP endpoint opened: http://localhost:9662

10110 23:38:26.225637 eth/downloader/downloader.go:326] Block synchronisation started

10110 23:38:49.583631 core/blockchain.go:10867] imported 1 blocks, ® txs ( ©0.008 Mg) in 14.018s ( 0.800 Mg/s

/s). #2669 [76877955
10110 23:38:49.622191 core/blockchain.g 067] imported 5 blocks, @ txs ( ©.000 Mg) in 38.520ms ( 0.000 Mg/s). #2674 [

7
76077955

Rysunek 17.11. Klient Geth w Raspberry Pi

> admin.peers

network: {
localAddres

1,
protocols: {
eth:
difficult
ead:
version:

name:

network: {
localAddress:
remoteAddress:

protocols: {
eth:
difficulty:
head:
version:

Rysunek 17.14. Instalowanie srodowiska Node.js



Rysunek 17.15. Sprawdzanie zainstalowanych wersji narzedzi Node.js i npm

LED Rezystor 330 0

Plytka montaiow.a z komponentami {naklaqu w ksztatcie litery T 2

Kabel tasmowy

Rysunek 17.18. Potrzebne komponenty



Rysunek 17.19. Podfaczenia komponentéw na ptytce montazowej

1 pragma solidity /0.4.0;
2 - contract simpleIOT {

3 uint roomrent = 10;

4 event roomRented(bool returnValue);

5- function getRent (uint8 x) public returns (bool) {
6~ if (x==roomrent) {

7 roomRented(true);

8 return true;

& 1

10 1

1 3}

Rysunek 17.20. Kod w jezyku Solidity dla prostego urzadzenia dla internetu rzeczy



ABIY ©

v 0:
constant: false
v inputs:
~0:
name: X
type: uint8
name: getRent
= outputs:
-0
name:
type: bool
payable: false
stateMutability: nonpayable
type: function
- 1:
anonymous: false
= inputs:
-0
indexed: false
name: returnValue
type: bool
name: roomRented
type: event

Rysunek 17.21. Interfejs ABI w $rodowisku IDE Remix

Rysunek 17.24. Dodawanie kontraktu za pomoca narzedzia Truffle

truffle(development)> simpleiot.getRent(18)
'@x71f55094%a4c5168af7b9f7f84fada?9bccc20al23779642e5e8c0cB127266¢ee!

Rysunek 17.25. Interakcja z kontraktem



Rysunek 17.26. Raspberry Pi sterujgce diodg LED



Rozdziat 18. Skalowalnos¢ i inne problemy

Security

Transaction origin: Warn if tx.origin is used
Check effects: Avoid potential reentrancy bugs
Inline assembly: Use of Inline Assembly

Block timestamp: Semantics maybe unclear

Low level calls: Semantics maybe unclear
Block.blockhash usage: Semantics maybe unclear

Selfdestruct: Be aware of caller contracts.

Gas & Economy
Gas costs: Warn if the gas requirements of functions are too high.

This on local calls: Invocation of local functions via this

Miscellaneous

Constant functions: Check for potentially constant functions
Similar variable names: Check if variable names are too similar
no return: Function with return type is not returning

Guard Conditions: Use require and appropriately

Run [ Autorun

Potential Violation of Checks-Effects-Interaction pattern in <i>Fund withdraw()</i>: Could x
potentially lead to re-entrancy vulnerability.
more

Rysunek 18.2. Opcje analiz w $rodowisku IDE Remix

1 pragma solidity ~8.4.8;

2+ contract Overflow [ This tab provides support for formal verification of Solidity contracts.

This feature is still in development and thus also not yet well documented, but you can find some information here. The compiler generates input

i, :z:;ti’m () returns (uint y) { Please paste the text below into hitp /iwhy2 I 7t/ o actually perform the veriication. We plan to support direct integration in the future

5 7 = 2%4256-1;

6 return z+1; n
7 }

8 3}

Rysunek 18.3. Internetowy kompilator kodu w jezyku Solidity oferujacy formalne sprawdzanie poprawnosci



N R s ) =il

e sl tmpur o anc. 7
27 use import mach.int.Unsigned Task list Task view
28 use import UInt256 -
29 exception Revert
30 exception Return ® Uint256
31 type state = {
32 mutable _z: uint2s56 © Address
33 h
3 type account = { Contract_Overflow
35 mutable balance: uint256; @ VCfor_x
36 storage: state
=7 } @ integer overflow
38 val external_call (this: account): bool .

T : . @ integer overflow
B1¢) ensures { result = false -> this = (old this) } 5
40 writes { this } @ integer overflow
a1 let rec m (this: account): :
42 (uint256) integer overflow (unknow|

Split and prove
23 writes { this } ¢ Split and prove
a3 = Prove (defaulf)
a5 let prestate = {balance = this.balance; storage = {_z
46 let _y: ref uint256 = ref (of_int 8) in 8 Prove (100 steps)
il Prove (1000 steps)
48
49 £5 Clean
50
51
Rysunek 18.4. Why3

1 pragma solidity +0.4.0;
2+ contract Fund {

3 mapping(address => uint) shares;
4~ function withdraw() public {
b5 if (msg.sender.call.value(shares[msg.sender])())
6 shares[msg.sender] = @;
7 }
8 ¥

Rysunek 18.5. Kontrakt z btedem zwigzanym z ponownym wywotywaniem kodu. Zrédto: dokumentacja jezyka
Solidity



Rysunek 18.6. Narzedzie Oyente wykrywajgce btedy w jezyku Solidity

Q Analyze

browser/Untitled1.sol

browser/Untitled1.sol:Fund

EVM Code Coverage: 99.0%
Callstack Depth Attack Vulnerability: False
Re-Entrancy Vulnerability; True
Assertion Failure: False
Timestamp Dependency: False
Parity Multisig Bug 2: False
Transaction-Ordering Dependence (TOD):  False
Details
browser/Untitledl.sol:5:13: Warning: Re-Entrancy Vulnerability. x

if (msg.sender.call.value(shares[msg.sender])()

Rysunek 18.7. Analizy w narzedziu Oyente



