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Preface

DevOps is the combination of cultural philosophies, engineering practices, and tools that
increase an organization’s ability to deliver applications and services at high velocity
and better quality. Over time, several essential practices have emerged when adopting
DevOps: continuous integration (CI), continuous delivery (CD), Infrastructure as Code
(IaC), and monitoring and logging.

AWS DevOps Engineer Professional Certification Guide is one of the more elaborate
and demanding cloud certifications. Organizations with these qualified professionals
can ensure speedy delivery of secure, compliant, systems that are highly available and
scalable. Moreover, job listings requiring this certification have significantly increased
over the past few years.

This book is designed to provide a comprehensive guide to provisioning, operating, and
managing distributed systems and services on AWS. It covers a wide range of topics,
including implementing and managing continuous delivery systems and methodologies
on AWS, implementing and automating security controls, governance processes, and
compliance validation, defining and deploying monitoring, metrics, and logging systems
on AWS, and implementing systems that are highly available, scalable, and self-healing on
AWS. Additionally, it addresses designing, managing, and maintaining tools to automate
operational processes on AWS.

This book is intended for all IT professionals who have a basic understanding and
experience of the AWS environment and looking forward to stepping into the DevOps
domain as an AWS Certified DevOps Engineer. Its particularly attractive to candidates
who have failed in the 1st and 2nd attempts of the exams, which comprise more than 50%
of the candidates.

Chapter 1: Continuous Integration with CodeCommit and CodeBuild - The chapter
explains everything needed for the reader to create a CodeCommit repository to store the
code and files securely for the project, including the usage of different CodeCommit CLI
commands such as clone a repository, tag repository, create pull request, list pull requests,
creating an approval rule for pull request by taking different examples. The chapter also
goes into greater detail about AWS CodeBuild service by taking two real-world use-cases.
Furthermore, the chapter highlights the benefits of integrating AWS CodeGuru, AWS App
Runner, AWS CloudShell, and AWS CodeArtifact services into our projects to enhance our
DevOps capabilities.
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Chapter 2: Continuous Delivery with CodeDeploy and CodePipeline - The chapter
presents a detailed overview of the concepts and principles behind AWS CodeDeploy,
its various deployment strategies, and how it simplifies the software deployment process
to EC2 instances and AWS ECS services. The chapter emphasizes the importance of
implementing a blue/green deployment strategy using AWS CodeDeploy to ensure
zero downtime and seamless deployment to Amazon ECS. Additionally, the chapter
explains everything to develop a CI/CD pipeline with AWS CodePipeline for S3 websites,
integrating AWS CodeCommit, AWS CodeBuild, and AWS CodeDeploy services to
produce fast and reliable application and infrastructure software releases.

Chapter 3: Cross-Account CI/CD Pipelines and Testing - The chapter covers how to
construct a cross-account CI/CD pipeline, showcasing how AWS services can be utilized
in a multi-account setup to streamline deployment processes across distinct environments.
The chapter guides us through building golden images with EC2 Image Builder, simplifying
the creation and management of Amazon Machine Images (AMIs). Furthermore, the
chapter demonstrates automating unit tests and code coverage analysis using AWS
CodeBuild and Codecov to ensure our application meets the necessary standards before
deployment.

Chapter 4: Infrastructure as Code Using CloudFormation - The chapter allows the readers
tolearn practical understanding of Infrastructure as Code (IaC) using AWS CloudFormation,
enabling them to efficiently create, manage, and update the infrastructure in AWS.
Furthermore, the chapter explores various features and techniques, such as nested stacks,
Lambda-backed custom resource deployment, differences between CreationPolicy and
WaitCondition, cross stack references, stack updates, and drift detection and remediation.

Chapter 5: Automated Account Management and Security in AWS - The chapter
provides a comprehensive understanding of deploying automation to create, onboard,
and secure AWS accounts in a multi-account/ multi-region environment. The readers will
gain hands-on experience and in-depth knowledge of various AWS DevOps tools and
services, including CloudFormation StackSets, AWS AppConfig, AWS App2Container,
AWS Copilot, and AWS Control Tower.

Chapter 6: Automation Using OpsWorks and Elastic Beanstalk - The chapter explains
basic concepts of deploying multi-container Docker apps on Elastic Beanstalk, setting them
up using .ebextensions, and employing blue/ green deployment methods. The readers will
also explore AWS API Gateway to create user-friendly interfaces. Through creating an
HTTP API using Lambda, DynamoDB, and AWS SAM, the readers will grasp the concept
of managing updates via Lambda-based canary deployments. Additionally, the readers
will also learn how to handle the deployment of Node.js apps on AWS ECS, refining
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their skills across a variety of AWS deployment scenarios and boosting your deployment
capabilities.

Chapter 7: Implement High Availability, Scalability, and Fault Tolerance - The chapter
explains with details and numerous practical examples for setting up and testing RDS
Multi-AZ, exploring High Availability in Aurora DB, and creating scalable and load-
balanced applications. This chapter also allows the reader to learn the basics of AWS EC2
Auto Scaling LifeCycle hooks and its interaction with Lambda functions. By the end of
this chapter, the readers will have an in-depth knowledge of these key AWS features and
services, empowering them to create more resilient and scalable applications.

Chapter 8: Design and Automate Disaster Recovery Strategies - The chapter is dedicated
to the design and automation of disaster recovery strategies on AWS. This chapter
covers practical examples of managing data replication across regions with S3 Cross-
Region Replication, deploying web applications using AWS EKS, and designing robust
disaster recovery strategies with AWS DRS. The chapter also explores how to ensure high
availability using CloudFront Origin Failover and Route 53. By the end of this chapter,
readers will have developed a comprehensive understanding of these critical AWS features
and services, empowering them to create applications that are not only resilient but also
capable of quick recovery in the face of disasters.

Chapter 9: Automate Monitoring and Event Management - The chapter focuses on
enhancing monitoring and logging in AWS. The chapter explores how to integrate AWS
CloudTrail with CloudWatch for improved tracking, and how to use AWS EventBridge
with SNS for event-driven applications. Additionally, the readers will learn to publish
VPC Flow Logs to S3 and use Athena for querying these logs. By the end of the chapter,
the readers will have a solid understanding of these AWS services and how to utilize them
for effective log management and event-driven computing in AWS.

Chapter 10: Auditing, Logging and Monitoring Containers and Applications - The
chapter covers about Auditing infrastructure using AWS Config, AWS Inspector and
assessment templates, analyze logs with CloudWatch logs insights, remediate issues using
AWS Config and configure X-Ray for Lambda.

Chapter 11: Troubleshooting and Restoring Operations - The chapter covers strategies
for effectively addressing incidents and events across various AWS services. Topics include
handling failed deployments, utilizing OpsCenter for streamlined operational tasks,
implementing auto-healing in AWS OpsWorks, automating responses to AWS Health events,
uncovering root causes using AWS X-Ray, leveraging S3 event notifications, optimizing
event distribution with AWS SQS fanout, and establishing robust dead-letter queues in SQS.
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Chapter 12: Setup Event-Driven Automated Actions - The chapter explains with details
and numerous practical examples about AWS’s event-driven automation using Kinesis
Firehose, teaching them to integrate CloudWatch logs with DataDog for enhanced
monitoring. This chapter also allows the reader to learn about security with AWS Inspector,
guiding them through automated vulnerability scans in your AWS account and immediate
alerts via AWS SNS. By the end of the chapter, the readers will grasp AWS’s automation,
security scanning, and threat detection processes.

Chapter 13: Implement Governance Strategies and Cost Optimization - The chapter
covers how to perform sensitive data discovery using AWS Macie, integrated AWS WAF
integration with AWS CloudFront, automate administrative tasks using AWS Systems
Manager and Patch manager. In this chapter, the readers will also learn how to optimize
the infrastructure with AWS Trusted advisor and create an AWS organization.

Chapter 14: Advanced Security, Access Control, and Identity Management - The
chapter explores advanced security and identity management topics in AWS. The readers
will learn how to secure sensitive data using AWS CloudHSM, gain insights into AWS
Directory Services, and understand the intricacies of sharing resources through AWS
RAM. The readers will also take a deeper dive into the world of intrusion detection using
AWS Network Firewall and analyze the differences between RBAC and ABAC. By the end
of this chapter, the readers will have a comprehensive grasp of advanced security practices
and identity management principles in the AWS cloud environment.

Chapter 15: Mock Exam: 1 — The chapter covers 75 scenario-based questions and their
answers with explanations.

Chapter 16: Mock Exam: 2 — The chapter covers 75 scenario-based questions and their
answers with explanations.
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CHAPTER 1

Continuous Integration

with CodeCommit and
CodeBuild

Introduction

Continuous Integration and Continuous Delivery/Deployment (CI/CD) are two
important parts of DevOps. In this process, when commit or changes happen in source
code, they go through automated stage gates, all the way from building, testing, deploying
the applications from development to production environments, across cloud accounts.

In this chapter, we learn how AWS CodeCommit makes it easy for developers to collaborate
on code using secure code repositories and AWS CodeBuild compiles source code, runs
tests and produces software packages that are ready to deploy, on a dynamically created
build server.

Structure

In this chapter, we will discuss about the following topics in AWS CodeCommit:
* Setup AWS CodeCommit repository
* Security requirements for AWS CodeCommit repository
¢ Tagging repositories in CodeCommit
e Setting up CodeCommit trigger for SNS Topic
¢ Setting up CodeCommit trigger for Lambda Function
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* Creating a pull request in AWS CodeCommit

* Creating an approver rule for pull request

e AWS CloudShell for DevOps tasks

e Working with private NPM packages in CodeArtifact
e Automated code review with AWS CodeGuru

Here are the topics that we will cover in AWS CodeBuild:

e Building and deploying source code with AWS CodeBuild and S3, building and
pushing docker images to AWS Elastic Container Registry (ECR), and configuring
an App Runner service

Objectives

After reading this chapter, we will be able to efficiently set up and manage an AWS
CodeCommit repository, implement security measures, and utilize various features like
tagging and triggers. We will gain a deep understanding of how to create and manage pull
requests and approver rules, as well as how to leverage AWS CloudShell and CodeArtifact
for DevOps tasks. Additionally, we will master the art of building and deploying source
code with AWS CodeBuild and S3, working with Docker images and AWS ECR, and
configuring an App Runner Service. By the end of this chapter, we will have acquired
the essential skills and knowledge to implement a seamless CI process using AWS
CodeCommit and CodeBuild, ultimately enhancing your proficiency in DevOps and
cloud-based development practices.

Setup AWS CodeCommit repository

This section discusses the key features of AWS CodeCommit such as creating a repository,
commit files to the repository, cloning a repository, pushing files to the repository, creating
pull requests, tagging repositories and adding triggers into the repository.

Creating a Repository using console

We can either use AWS Console or AWS Command Line Interface (AWS CLI) to create
an empty repository. Go to the Repositories page from CodeCommit console and click on
Create Repository. Enter the name of repository, description (optional), add tags (optional),
select Enable Amazon CodeGuru Reviewer for Java and Python (optional), and click Create as
shown in Figure 1.1:
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Developer Tools CodeCommit Repositories Create repository

Create repository

Create a secure repository to store and share your code. Begin by typing a repository name and a description for your
repository. Repository names are included in the URLs for that repository.

Repository settings

Repository name

MyFirstRepo
100 characters maximum. Other limits apply.
Description - optional

My First CodeCommit Repository

1,000 characters maximum

Tags

Enable Amazon CodeGuru Reviewer for Java and Python - optional

Get recommendations to improve the quality of the Java and Python code for all pull
requests in this repository.

A service-linked role will be created in IAM on your behalf if it does not exist.

Cancel m

Figure 1.1: Create a repository

Creating a repository using AWS CLI

Use create-repository command to create a repository from AWS CLI by providing
a unique name for the repository (with -repository-name option), and some optional
comments about the repository (with -repository-description option):

1. aws codecommit create-repository --repository-name MyFirstRepo \
2. --repository-description "My First CodeCommit Repository"
If the command is successful, it displays the following output:
{
"repositoryMetadata”: {
"accountId": "958651443844",
"repositoryId": "8d9914d9-bcbl-4f3a-bbd5-62320273a956",
"repositoryName": "MyFirstRepo",
"repositoryDescription”: "My First CodeCommit Repository",
"lastModifiedDate": "2022-10-13T21:32:10.432000+00:00",
10. "creationDate": "2022-10-13T21:32:10.432000+00:00",
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11. "cloneUrlHttp": "https://git-codecommit.us-east-1.amazonaws.
com/v1l/repos/MyFirstRepo",

12. "cloneUrlSsh": "ssh://git-codecommit.us-east-1.amazonaws.
com/vl/repos/MyFirstRepo”,

13. "Arn": "arn:aws:codecommit:us-east-1:958651443844:MyFirstRepo”

14. }

15. }

Creating a commit

We can use Git client, AWS CLI or CodeCommit Console to create a commit in CodeCommit
repository. In this example, we will show how to commit using Git client which is the
most preferred method used by the developers to push the changes in AWS CodeCommit
repository.

Use the following steps to commit a file in MyFirstRepo CodeCommit repository:

1. Ensure you are on the right branch otherwise, run git branch which will display
the list of branches. If you are not in the right branch run git checkout branch-
name to switch to the intended branch.

2. Make a change to the branch like adding, updating, or deleting a file. For example,
create a test file (test.txt) with some text: Hello to DevOps World!.

Run git status command and it will alert you that there are some untracked files.

Run git add test.txt. This command will include a change in the working
directory to the staging area.

If we run git status, it will alert that there are some changes to be committed.

6. Finally run git commit -m "Some comments to the commit".If we run git
status now git will alert that commit is ready to be pushed from local repo to
CodeCommit repository.

7. If the changes in the file look good, then run git push origin remote-branch
which will push the file to CodeCommit repository

Cloning a repository

Select the repository which you want to connect and choose one of the following methods
shown in the following drop-down populated:
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Developer Tools > CodeCommit > Repositories MyFirstRepo
MyFirStRepO Clone URL &
Clone HTTPS
Clone SSH

v Connection steps
Clone HTTPS (GRC)

HTTPS SSH HTTPS (GRC)

Step 1: Prerequisites
You must use a Git client that supports Git version 1.7.9 or later to connect to an AWS CodeCommit repository. If you do not have a Git client, you can install one from Git

downloads. View Git downloads page [3

You must have an AWS CodeCommit managed policy attached to your IAM user, belong to a CodeStar project team, or have the equivalent permissions. Learn how to create and
configure an IAM user for accessing AWS CodeCommit. [4 | Leam how to add team members to an AWS CodeStar Project. [4

Step 2: Git credentials
Create Git credentials for your 1AM user, if you do not already have them. Download the credentials and save them in a secure location. Generate Git Credentials [3

Step 3: Clone the repository

Clone your repository to your local computer and start working on code. Run the following command:

git clone https://git-codecommit.us-east-1.amazonaws.com/v1/repos/MyFirstRepo Copy

Additional details

You can find more detailed instructions in the documentation. View documentation [3

Figure 1.2: Clone a repository

1. Clone HTTPS: Use this option if you want to use your git credentials obtained
along with your IAM user details from AWS Administrator:

https://git-codecommit.us-east-1.amazonaws.com/v1l/repos/MyFirstRepo

2. Clone SSH: Use this option if you want to use SSH public/ private key pair with
your IAM User:

ssh://git-codecommit.us-east-1.amazonaws.com/v1l/repos/MyFirstRepo

3. Clone HTTPS (GRC): Use this option if you want to use git-remote-codecommit
on your local machine. This method is recommended if you want to support
connections made with federated access, identity providers, and temporary
credentials:

codecommit::us-east-1://MyFirstRepo

Security requirements for AWS CodeCommit
repository

CodeCommit repositories are automatically encrypted at rest. No action is needed from
the customer in this regard. CodeCommit also encrypts data in transit automatically. The
first time we create a repository in CodeCommit, CodeCommit creates an AWS-managed
key (aws/codecommit) in the same region and stores it in your AWS account. CodeCommit
uses this key to encrypt and decrypt the data in this and other repositories in the same
AWS account. Please note that we cannot use a customer-managed key created in AWS
KMS Service to encrypt or decrypt data in CodeCommit repositories.



